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Summary

CVE CVE-2020-11160

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 05:15:00 UTC

Updated 2021-06-11 16:59:00 UTC

Description Resource leakage issue during dci client registration due to reference count is not decremented if dci client registration fails in Snapdragon Auto, Snapdragon Compute, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8096au - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Ar8031 - All All All

Operating System Qualcomm Ar8031 Firmware - All All All

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm Csra6620 - All All All

Operating System Qualcomm Csra6620 Firmware - All All All

Hardware Qualcomm Csra6640 - All All All

Operating System Qualcomm Csra6640 Firmware - All All All

Hardware Qualcomm Mdm9650 - All All All

Operating System Qualcomm Mdm9650 Firmware - All All All

Hardware Qualcomm Pm215 - All All All

Operating System Qualcomm Pm215 Firmware - All All All

Hardware Qualcomm Pm3003a - All All All
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Hardware Qualcomm Pm3003a - All All All

Operating System Qualcomm Pm3003a Firmware - All All All

Hardware Qualcomm Pm6125 - All All All

Operating System Qualcomm Pm6125 Firmware - All All All

Hardware Qualcomm Pm6150 - All All All

Hardware Qualcomm Pm6150l - All All All

Operating System Qualcomm Pm6150l Firmware - All All All

Operating System Qualcomm Pm6150 Firmware - All All All

Hardware Qualcomm Pm640a - All All All

Operating System Qualcomm Pm640a Firmware - All All All

Hardware Qualcomm Pm640l - All All All

Operating System Qualcomm Pm640l Firmware - All All All

Hardware Qualcomm Pm640p - All All All

Operating System Qualcomm Pm640p Firmware - All All All

Hardware Qualcomm Pm8008 - All All All

Operating System Qualcomm Pm8008 Firmware - All All All

Hardware Qualcomm Pm8009 - All All All

Operating System Qualcomm Pm8009 Firmware - All All All

Hardware Qualcomm Pm8150 - All All All

Hardware Qualcomm Pm8150a - All All All

Operating System Qualcomm Pm8150a Firmware - All All All

Hardware Qualcomm Pm8150b - All All All

Operating System Qualcomm Pm8150b Firmware - All All All

Hardware Qualcomm Pm8150c - All All All

Operating System Qualcomm Pm8150c Firmware - All All All

Hardware Qualcomm Pm8150l - All All All

Operating System Qualcomm Pm8150l Firmware - All All All

Operating System Qualcomm Pm8150 Firmware - All All All

Hardware Qualcomm Pm8250 - All All All

Operating System Qualcomm Pm8250 Firmware - All All All

Hardware Qualcomm Pm855 - All All All

Hardware Qualcomm Pm855b - All All All

Operating System Qualcomm Pm855b Firmware - All All All

Hardware Qualcomm Pm855l - All All All

Operating System Qualcomm Pm855l Firmware - All All All

Hardware Qualcomm Pm855p - All All All
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Operating System Qualcomm Pm855p Firmware - All All All

Operating System Qualcomm Pm855 Firmware - All All All

Hardware Qualcomm Pm8916 - All All All

Operating System Qualcomm Pm8916 Firmware - All All All

Hardware Qualcomm Pmc1000h - All All All

Operating System Qualcomm Pmc1000h Firmware - All All All

Hardware Qualcomm Pmd9655 - All All All

Operating System Qualcomm Pmd9655 Firmware - All All All

Hardware Qualcomm Pmi632 - All All All

Operating System Qualcomm Pmi632 Firmware - All All All

Hardware Qualcomm Pmk8002 - All All All

Operating System Qualcomm Pmk8002 Firmware - All All All

Hardware Qualcomm Pmm6155au - All All All

Operating System Qualcomm Pmm6155au Firmware - All All All

Hardware Qualcomm Pmm8155au - All All All

Operating System Qualcomm Pmm8155au Firmware - All All All

Hardware Qualcomm Pmm855au - All All All

Operating System Qualcomm Pmm855au Firmware - All All All

Hardware Qualcomm Pmm8996au - All All All

Operating System Qualcomm Pmm8996au Firmware - All All All

Hardware Qualcomm Pmr525 - All All All

Operating System Qualcomm Pmr525 Firmware - All All All

Hardware Qualcomm Pmx55 - All All All

Operating System Qualcomm Pmx55 Firmware - All All All

Hardware Qualcomm Qat3519 - All All All

Operating System Qualcomm Qat3519 Firmware - All All All

Hardware Qualcomm Qat3522 - All All All

Operating System Qualcomm Qat3522 Firmware - All All All

Hardware Qualcomm Qat3550 - All All All

Operating System Qualcomm Qat3550 Firmware - All All All

Hardware Qualcomm Qat3555 - All All All

Operating System Qualcomm Qat3555 Firmware - All All All

Hardware Qualcomm Qbt1500 - All All All

Operating System Qualcomm Qbt1500 Firmware - All All All

Hardware Qualcomm Qbt2000 - All All All

Operating System Qualcomm Qbt2000 Firmware - All All All

http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855p_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8916
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8916_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmc1000h
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmc1000h_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmd9655
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmd9655_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmi632
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmi632_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmk8002
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmk8002_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm6155au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm6155au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm8155au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm8155au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm855au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm855au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmr525
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmr525_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmx55
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmx55_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3519
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3519_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3522
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3522_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3550
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3550_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3555
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qat3555_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qbt1500
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qbt1500_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/qbt2000


Operating System Qualcomm Qbt2000 Firmware - All All All

Hardware Qualcomm Qca4020 - All All All

Operating System Qualcomm Qca4020 Firmware - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6564a - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Operating System Qualcomm Qca6564a Firmware - All All All

Hardware Qualcomm Qca6574 - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Operating System Qualcomm Qca6574 Firmware - All All All

Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca8337 - All All All

Operating System Qualcomm Qca8337 Firmware - All All All

Hardware Qualcomm Qca9379 - All All All

Operating System Qualcomm Qca9379 Firmware - All All All

Hardware Qualcomm Qcs405 - All All All
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Operating System Qualcomm Qcs405 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qdm2301 - All All All

Operating System Qualcomm Qdm2301 Firmware - All All All

Hardware Qualcomm Qdm2302 - All All All

Operating System Qualcomm Qdm2302 Firmware - All All All

Hardware Qualcomm Qet4100 - All All All

Operating System Qualcomm Qet4100 Firmware - All All All

Hardware Qualcomm Qet4101 - All All All

Operating System Qualcomm Qet4101 Firmware - All All All

Hardware Qualcomm Qfs2530 - All All All

Operating System Qualcomm Qfs2530 Firmware - All All All

Hardware Qualcomm Qfs2580 - All All All

Operating System Qualcomm Qfs2580 Firmware - All All All

Hardware Qualcomm Qln1030 - All All All

Operating System Qualcomm Qln1030 Firmware - All All All

Hardware Qualcomm Qpa4360 - All All All

Operating System Qualcomm Qpa4360 Firmware - All All All

Hardware Qualcomm Qpa4361 - All All All

Operating System Qualcomm Qpa4361 Firmware - All All All

Hardware Qualcomm Qpa6560 - All All All

Operating System Qualcomm Qpa6560 Firmware - All All All

Hardware Qualcomm Qpa8673 - All All All

Operating System Qualcomm Qpa8673 Firmware - All All All

Hardware Qualcomm Qpm5541 - All All All

Operating System Qualcomm Qpm5541 Firmware - All All All

Hardware Qualcomm Qpm5577 - All All All

Operating System Qualcomm Qpm5577 Firmware - All All All

Hardware Qualcomm Qpm5579 - All All All

Operating System Qualcomm Qpm5579 Firmware - All All All

Hardware Qualcomm Qpm6325 - All All All

Operating System Qualcomm Qpm6325 Firmware - All All All
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Hardware Qualcomm Qpm6375 - All All All

Operating System Qualcomm Qpm6375 Firmware - All All All

Hardware Qualcomm Qsw6310 - All All All

Operating System Qualcomm Qsw6310 Firmware - All All All

Hardware Qualcomm Qsw8573 - All All All

Operating System Qualcomm Qsw8573 Firmware - All All All

Hardware Qualcomm Qsw8574 - All All All

Operating System Qualcomm Qsw8574 Firmware - All All All

Hardware Qualcomm Qtc410s - All All All

Operating System Qualcomm Qtc410s Firmware - All All All

Hardware Qualcomm Qtc800h - All All All

Operating System Qualcomm Qtc800h Firmware - All All All

Hardware Qualcomm Qtc801s - All All All

Operating System Qualcomm Qtc801s Firmware - All All All

Hardware Qualcomm Qtm525 - All All All

Operating System Qualcomm Qtm525 Firmware - All All All

Hardware Qualcomm Qtm527 - All All All

Operating System Qualcomm Qtm527 Firmware - All All All

Hardware Qualcomm Qualcomm215 - All All All

Operating System Qualcomm Qualcomm215 Firmware - All All All

Hardware Qualcomm Sa6145p - All All All

Operating System Qualcomm Sa6145p Firmware - All All All

Hardware Qualcomm Sa6155p - All All All

Operating System Qualcomm Sa6155p Firmware - All All All

Hardware Qualcomm Sa8155 - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155 Firmware - All All All

Hardware Qualcomm Sd460 - All All All

Operating System Qualcomm Sd460 Firmware - All All All

Hardware Qualcomm Sd662 - All All All

Operating System Qualcomm Sd662 Firmware - All All All

Hardware Qualcomm Sd665 - All All All
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