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Summary

CVE CVE-2020-11183

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-21 10:15:00 UTC

Updated 2021-01-29 22:13:00 UTC

Description A process can potentially cause a buffer overflow in the display service allowing privilege escalation by executing code as that service in Snapdragon Auto, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8017 - All All All

Hardware Qualcomm Apq8017 - All All All

Hardware Qualcomm Apq8037 - All All All

Hardware Qualcomm Apq8037 - All All All

Hardware Qualcomm Apq8053 - All All All

Hardware Qualcomm Apq8053 - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Ar8151 - All All All

Hardware Qualcomm Ar8151 - All All All

Hardware Qualcomm Mdm9206 - All All All

Hardware Qualcomm Mdm9206 - All All All

Hardware Qualcomm Mdm9250 - All All All
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Hardware Qualcomm Mdm9650 - All All All

Hardware Qualcomm Mdm9655 - All All All

Hardware Qualcomm Mdm9655 - All All All

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8909w - All All All

Hardware Qualcomm Msm8917 - All All All

Hardware Qualcomm Msm8917 - All All All

Hardware Qualcomm Msm8920 - All All All

Hardware Qualcomm Msm8920 - All All All

Hardware Qualcomm Msm8937 - All All All
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Hardware Qualcomm Msm8940 - All All All

Hardware Qualcomm Msm8940 - All All All

Hardware Qualcomm Msm8953 - All All All

Hardware Qualcomm Msm8953 - All All All

Hardware Qualcomm Msm8996au - All All All

Hardware Qualcomm Msm8996au - All All All

Hardware Qualcomm Pm215 - All All All

Hardware Qualcomm Pm215 - All All All

Hardware Qualcomm Pm439 - All All All
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Hardware Qualcomm Pm660 - All All All

Hardware Qualcomm Pm660 - All All All
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Hardware Qualcomm Pm660l - All All All
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Hardware Qualcomm Pm8004 - All All All

Hardware Qualcomm Pm8004 - All All All

Hardware Qualcomm Pm8005 - All All All

Hardware Qualcomm Pm8005 - All All All

Hardware Qualcomm Pm855a - All All All
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