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Summary

CVE CVE-2020-11185

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-01-21 10:15:00 UTC

Updated 2021-01-29 22:25:00 UTC

Description Out of bound issue in WLAN driver while processing vdev responses from firmware due to lack of validation of data received from firmware in Snapdragon Auto, Snapdragon Connectivity, Snapdragon Consumer Electronics Connectivity, Snapdragon Mobile, Snapdragon Wired Infrastructure and Networking

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Ar9380 - All All All

Hardware Qualcomm Ar9380 - All All All

Hardware Qualcomm Csr8811 - All All All

Hardware Qualcomm Csr8811 - All All All

Hardware Qualcomm Ipq4018 - All All All

Hardware Qualcomm Ipq4018 - All All All

Hardware Qualcomm Ipq4019 - All All All

Hardware Qualcomm Ipq4019 - All All All

Hardware Qualcomm Ipq4028 - All All All

Hardware Qualcomm Ipq4028 - All All All

Hardware Qualcomm Ipq4029 - All All All

Hardware Qualcomm Ipq4029 - All All All

Hardware Qualcomm Ipq6000 - All All All

Hardware Qualcomm Ipq6000 - All All All

Hardware Qualcomm Ipq6005 - All All All

Hardware Qualcomm Ipq6005 - All All All

Hardware Qualcomm Ipq6010 - All All All
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