CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2020-11194

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-11194

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2021-02-22 07:15:00 UTC

2021-07-21 11:39:00 UTC

Possible out of bound access in TA while processing a command from NS side due to improper length check of response b

] 1|

Risk And Classification

Problem Types: CWE-119 | CWE-20

NVD Known Affected Configurations (CPE 2.3)
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Qualcomm Pm4125 Firmware - All All All
Qualcomm Pm4250 - All All All
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wgr7640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wgr7640_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8810_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wsa8815_firmware

rdrawdre WudICoITIm vwSdooou - Al Al Al
Hardware Qualcomm Wsa8830 - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Operating System Qualcomm Wsa8830 Firmware - All All All
Hardware Qualcomm Wsa8835 - All All All
Hardware Qualcomm Wsa8835 - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Operating System Qualcomm Wsa8835 Firmware - All All All
Hardware Qualcomm Witr2965 - All All All
Hardware Qualcomm Wir2965 - All All All
Operating System Qualcomm Witr2965 Firmware - All All All
Operating System Qualcomm Wir2965 Firmware - All All All
Hardware Qualcomm Witr3925 - All All All
Hardware Qualcomm Wir3925 - All All All
Operating System Qualcomm Wir3925 Firmware - All All All
Operating System Qualcomm Wir3925 Firmware - All All All
Reference Source Link Tags

February 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com Vendor Advisory
CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

610322 Google Android Devices March 2021 Security Patch Missing
610330 Google Android April 2021 Security Patch Missing for Samsung

610332 Google Android April 2021 Security Patch Missing for LGE
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http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr2965_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr2965_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr3925
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr3925
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr3925_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/wtr3925_firmware
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