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Summary

CVE CVE-2020-11203

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-22 07:15:00 UTC

Updated 2021-03-01 16:01:00 UTC

Description Stack overflow may occur if GSM/WCDMA broadcast config size received from user is larger than variable length array in Snapdragon Auto, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon Mobile, Snapdragon Wearables

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8009w - All All All

Operating System Qualcomm Apq8009w Firmware - All All All

Operating System Qualcomm Apq8009w Firmware - All All All

Hardware Qualcomm Apq8064au - All All All

Hardware Qualcomm Apq8064au - All All All

Operating System Qualcomm Apq8064au Firmware - All All All

Operating System Qualcomm Apq8064au Firmware - All All All

Hardware Qualcomm Apq8096au - All All All

Hardware Qualcomm Apq8096au - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Operating System Qualcomm Apq8096au Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Msm8909w - All All All
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Hardware Qualcomm Msm8909w - All All All
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Operating System Qualcomm Msm8909w Firmware - All All All

Operating System Qualcomm Msm8909w Firmware - All All All

Hardware Qualcomm Msm8996au - All All All

Hardware Qualcomm Msm8996au - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Operating System Qualcomm Msm8996au Firmware - All All All

Hardware Qualcomm Pm215 - All All All

Hardware Qualcomm Pm215 - All All All

Operating System Qualcomm Pm215 Firmware - All All All

Operating System Qualcomm Pm215 Firmware - All All All

Hardware Qualcomm Pm456 - All All All

Hardware Qualcomm Pm456 - All All All

Operating System Qualcomm Pm456 Firmware - All All All

Operating System Qualcomm Pm456 Firmware - All All All

Hardware Qualcomm Pm6125 - All All All

Hardware Qualcomm Pm6125 - All All All

Operating System Qualcomm Pm6125 Firmware - All All All

Operating System Qualcomm Pm6125 Firmware - All All All

Hardware Qualcomm Pm6150 - All All All

Hardware Qualcomm Pm6150 - All All All

Hardware Qualcomm Pm6150a - All All All

Hardware Qualcomm Pm6150a - All All All

Operating System Qualcomm Pm6150a Firmware - All All All

Operating System Qualcomm Pm6150a Firmware - All All All

Hardware Qualcomm Pm6150l - All All All

Hardware Qualcomm Pm6150l - All All All

Operating System Qualcomm Pm6150l Firmware - All All All

Operating System Qualcomm Pm6150l Firmware - All All All

Operating System Qualcomm Pm6150 Firmware - All All All

Operating System Qualcomm Pm6150 Firmware - All All All

Hardware Qualcomm Pm6250 - All All All

Hardware Qualcomm Pm6250 - All All All

Operating System Qualcomm Pm6250 Firmware - All All All

Operating System Qualcomm Pm6250 Firmware - All All All

http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8909w_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/msm8996au_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm215
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm215
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm215_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm215_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm456
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm456
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm456_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm456_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6125
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6125_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150l
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150l
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150l_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150l_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm6250_firmware


Hardware Qualcomm Pm640a - All All All

Hardware Qualcomm Pm640a - All All All

Operating System Qualcomm Pm640a Firmware - All All All

Operating System Qualcomm Pm640a Firmware - All All All

Hardware Qualcomm Pm640l - All All All

Hardware Qualcomm Pm640l - All All All

Operating System Qualcomm Pm640l Firmware - All All All

Operating System Qualcomm Pm640l Firmware - All All All

Hardware Qualcomm Pm640p - All All All

Hardware Qualcomm Pm640p - All All All

Operating System Qualcomm Pm640p Firmware - All All All
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Hardware Qualcomm Pm8004 - All All All
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Hardware Qualcomm Pm8005 - All All All
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Hardware Qualcomm Pm8008 - All All All
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Operating System Qualcomm Pm8009 Firmware - All All All

Hardware Qualcomm Pm855 - All All All

Hardware Qualcomm Pm855 - All All All

Hardware Qualcomm Pm855b - All All All

Hardware Qualcomm Pm855b - All All All

Operating System Qualcomm Pm855b Firmware - All All All
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Hardware Qualcomm Pm855l - All All All
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