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Summary

CVE CVE-2020-11222

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-17 06:15:00 UTC

Updated 2021-03-18 02:01:00 UTC

Description Buffer over read while processing MT SMS with maximum length due to improper length check in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon IoT, Snapdragon Mobile

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Ar8035 - All All All

Operating System Qualcomm Ar8035 Firmware - All All All

Hardware Qualcomm Csrb31024 - All All All

Operating System Qualcomm Csrb31024 Firmware - All All All

Hardware Qualcomm Fsm10055 - All All All

Operating System Qualcomm Fsm10055 Firmware - All All All

Hardware Qualcomm Msm8917 - All All All

Operating System Qualcomm Msm8917 Firmware - All All All

Hardware Qualcomm Msm8920 - All All All

Operating System Qualcomm Msm8920 Firmware - All All All

Hardware Qualcomm Msm8940 - All All All
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Hardware Qualcomm Msm8940 - All All All

Operating System Qualcomm Msm8940 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Hardware Qualcomm Pm3003a - All All All

Operating System Qualcomm Pm3003a Firmware - All All All

Hardware Qualcomm Pm4125 - All All All

Operating System Qualcomm Pm4125 Firmware - All All All

Hardware Qualcomm Pm4250 - All All All

Operating System Qualcomm Pm4250 Firmware - All All All

Hardware Qualcomm Pm456 - All All All

Operating System Qualcomm Pm456 Firmware - All All All

Hardware Qualcomm Pm6125 - All All All

Operating System Qualcomm Pm6125 Firmware - All All All

Hardware Qualcomm Pm6150 - All All All

Hardware Qualcomm Pm6150a - All All All

Operating System Qualcomm Pm6150a Firmware - All All All

Hardware Qualcomm Pm6150l - All All All

Operating System Qualcomm Pm6150l Firmware - All All All

Operating System Qualcomm Pm6150 Firmware - All All All

Hardware Qualcomm Pm6250 - All All All

Operating System Qualcomm Pm6250 Firmware - All All All

Hardware Qualcomm Pm640a - All All All

Operating System Qualcomm Pm640a Firmware - All All All

Hardware Qualcomm Pm640l - All All All

Operating System Qualcomm Pm640l Firmware - All All All

Hardware Qualcomm Pm640p - All All All

Operating System Qualcomm Pm640p Firmware - All All All

Hardware Qualcomm Pm660 - All All All

Hardware Qualcomm Pm660l - All All All

Operating System Qualcomm Pm660l Firmware - All All All

Operating System Qualcomm Pm660 Firmware - All All All

Hardware Qualcomm Pm670 - All All All

Hardware Qualcomm Pm670l - All All All

Operating System Qualcomm Pm670l Firmware - All All All

Operating System Qualcomm Pm670 Firmware - All All All
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Hardware Qualcomm Pm7150a - All All All

Operating System Qualcomm Pm7150a Firmware - All All All

Hardware Qualcomm Pm7150l - All All All

Operating System Qualcomm Pm7150l Firmware - All All All

Hardware Qualcomm Pm7250 - All All All

Hardware Qualcomm Pm7250b - All All All

Operating System Qualcomm Pm7250b Firmware - All All All

Operating System Qualcomm Pm7250 Firmware - All All All

Hardware Qualcomm Pm8004 - All All All

Operating System Qualcomm Pm8004 Firmware - All All All

Hardware Qualcomm Pm8005 - All All All

Operating System Qualcomm Pm8005 Firmware - All All All

Hardware Qualcomm Pm8008 - All All All

Operating System Qualcomm Pm8008 Firmware - All All All

Hardware Qualcomm Pm8009 - All All All

Operating System Qualcomm Pm8009 Firmware - All All All

Hardware Qualcomm Pm8150 - All All All

Hardware Qualcomm Pm8150a - All All All

Operating System Qualcomm Pm8150a Firmware - All All All

Hardware Qualcomm Pm8150b - All All All

Operating System Qualcomm Pm8150b Firmware - All All All

Hardware Qualcomm Pm8150c - All All All

Operating System Qualcomm Pm8150c Firmware - All All All

Hardware Qualcomm Pm8150l - All All All

Operating System Qualcomm Pm8150l Firmware - All All All

Operating System Qualcomm Pm8150 Firmware - All All All

Hardware Qualcomm Pm8250 - All All All

Operating System Qualcomm Pm8250 Firmware - All All All

Hardware Qualcomm Pm855 - All All All

Hardware Qualcomm Pm855a - All All All

Operating System Qualcomm Pm855a Firmware - All All All

Hardware Qualcomm Pm855b - All All All

Operating System Qualcomm Pm855b Firmware - All All All

Hardware Qualcomm Pm855l - All All All

Operating System Qualcomm Pm855l Firmware - All All All

Hardware Qualcomm Pm855p - All All All

http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7150a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7150a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7150l
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7150l_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7250b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7250b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm7250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8004
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8004_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8005
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8005_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8008
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8008_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8009
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8009_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150c
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150c_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150l
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150l_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8150_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8250
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8250_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855a
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855a_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855b
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855b_firmware
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855l
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm855l_firmware


Hardware Qualcomm Pm855p - All All All

Operating System Qualcomm Pm855p Firmware - All All All

Operating System Qualcomm Pm855 Firmware - All All All

Hardware Qualcomm Pm8937 - All All All

Operating System Qualcomm Pm8937 Firmware - All All All

Hardware Qualcomm Pm8940 - All All All

Operating System Qualcomm Pm8940 Firmware - All All All

Hardware Qualcomm Pm8953 - All All All

Operating System Qualcomm Pm8953 Firmware - All All All

Hardware Qualcomm Pm8998 - All All All

Operating System Qualcomm Pm8998 Firmware - All All All

Hardware Qualcomm Pmc1000h - All All All

Operating System Qualcomm Pmc1000h Firmware - All All All

Hardware Qualcomm Pme605 - All All All

Operating System Qualcomm Pme605 Firmware - All All All

Hardware Qualcomm Pmi632 - All All All

Operating System Qualcomm Pmi632 Firmware - All All All

Hardware Qualcomm Pmi8937 - All All All

Operating System Qualcomm Pmi8937 Firmware - All All All

Hardware Qualcomm Pmi8952 - All All All

Operating System Qualcomm Pmi8952 Firmware - All All All

Hardware Qualcomm Pmi8998 - All All All

Operating System Qualcomm Pmi8998 Firmware - All All All

Hardware Qualcomm Pmk8002 - All All All

Operating System Qualcomm Pmk8002 Firmware - All All All

Hardware Qualcomm Pmm855au - All All All

Operating System Qualcomm Pmm855au Firmware - All All All

Hardware Qualcomm Pmr525 - All All All

Operating System Qualcomm Pmr525 Firmware - All All All

Hardware Qualcomm Pmr735a - All All All

Operating System Qualcomm Pmr735a Firmware - All All All

Hardware Qualcomm Pmx24 - All All All

Operating System Qualcomm Pmx24 Firmware - All All All

Hardware Qualcomm Pmx50 - All All All

Operating System Qualcomm Pmx50 Firmware - All All All

Hardware Qualcomm Pmx55 - All All All
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Operating System Qualcomm Pmx55 Firmware - All All All

Hardware Qualcomm Qat3516 - All All All

Operating System Qualcomm Qat3516 Firmware - All All All

Hardware Qualcomm Qat3518 - All All All

Operating System Qualcomm Qat3518 Firmware - All All All

Hardware Qualcomm Qat3519 - All All All

Operating System Qualcomm Qat3519 Firmware - All All All

Hardware Qualcomm Qat3522 - All All All

Operating System Qualcomm Qat3522 Firmware - All All All

Hardware Qualcomm Qat3550 - All All All

Operating System Qualcomm Qat3550 Firmware - All All All

Hardware Qualcomm Qat3555 - All All All

Operating System Qualcomm Qat3555 Firmware - All All All

Hardware Qualcomm Qat5515 - All All All

Operating System Qualcomm Qat5515 Firmware - All All All

Hardware Qualcomm Qat5516 - All All All

Operating System Qualcomm Qat5516 Firmware - All All All

Hardware Qualcomm Qat5522 - All All All

Operating System Qualcomm Qat5522 Firmware - All All All

Hardware Qualcomm Qat5533 - All All All

Operating System Qualcomm Qat5533 Firmware - All All All

Hardware Qualcomm Qbt1500 - All All All

Operating System Qualcomm Qbt1500 Firmware - All All All

Hardware Qualcomm Qbt2000 - All All All

Operating System Qualcomm Qbt2000 Firmware - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6421 - All All All

Operating System Qualcomm Qca6421 Firmware - All All All
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Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6431 - All All All

Operating System Qualcomm Qca6431 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca8337 - All All All

Operating System Qualcomm Qca8337 Firmware - All All All

Hardware Qualcomm Qca9377 - All All All

Operating System Qualcomm Qca9377 Firmware - All All All

Hardware Qualcomm Qcm2290 - All All All

Operating System Qualcomm Qcm2290 Firmware - All All All

Hardware Qualcomm Qcm4290 - All All All

Operating System Qualcomm Qcm4290 Firmware - All All All

Hardware Qualcomm Qcm6125 - All All All

Operating System Qualcomm Qcm6125 Firmware - All All All

Hardware Qualcomm Qcs2290 - All All All

Operating System Qualcomm Qcs2290 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs4290 - All All All

Operating System Qualcomm Qcs4290 Firmware - All All All
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References

Reference Source Link Tags

March 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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610322 Google Android Devices March 2021 Security Patch Missing
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