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CVE-2020-11268

MITRE NVD CVE.ORG Print: PDF %5

CVE-2020-11268

PUBLIC

product-security@qualcomm.com

CVE Program / NVD first with legacy fallback
2021-05-07 09:15:00 UTC

2021-05-14 16:19:00 UTC

Potential UE reset while decoding a crafted Sib1 or SIB1 that schedules unsupported SIBs and can lead to denial of service

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Qualcomm Apg8009 - All All All
Qualcomm Apg8016 - All All All
Qualcomm Apq8074 - All All All
Qualcomm Apq8084 - All All All
Qualcomm Apq8094 - All All All
Qualcomm Ar6003 - All All All
Qualcomm Mdm8215 - All All All
Qualcomm Mdm8215m - All All All
Qualcomm Mdm8615m - All All All
Qualcomm Mdm9215 - All All All
Qualcomm Mdm9235m - All All All
Qualcomm Mdm9310 - All All All
Qualcomm Mdm9609 - All All All
Qualcomm Mdm9615 - All All All
Qualcomm Mdm9615m - All All All
Qualcomm Mdm9635m - All All All
Qualcomm Mdm9640 - All All All


https://cve.report/
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http://cve.report/software/qualcomm/pm8916
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pm8941
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http://cve.report/software/qualcomm/pm8994
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmd9635
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmd9645
http://cve.report/vendor/qualcomm
http://cve.report/software/qualcomm/pmi8994
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Hardware Qualcomm Qfe2310 - All All All
Hardware Qualcomm Qfe2320 - All All All
Hardware Qualcomm Qfe2330 - All All All
Hardware Qualcomm Qfe2340 - All All All
Hardware Qualcomm Qfe2520 - All All All
Hardware Qualcomm Qfe2550 - All All All
Hardware Qualcomm Qfe2720 - All All All
Hardware Qualcomm Qfe3100 - All All All
Hardware Qualcomm Qfe3320 - All All All
Hardware Qualcomm Qfe3335 - All All All
Hardware Qualcomm Qfe3340 - All All All
Hardware Qualcomm Qfe3345 - All All All
Hardware Qualcomm Sd210 - All All All
Hardware Qualcomm Smb1360 - All All All
Hardware Qualcomm Wcd9306 - All All All
Hardware Qualcomm Wcd9330 - All All All
Hardware Qualcomm Wcn3610 - All All All
Hardware Qualcomm Wcen3620 - All All All
Hardware Qualcomm Wcn3660 - All All All
Hardware Qualcomm Wcn3660a - All All All
Hardware Qualcomm Wcn3660b - All All All
Hardware Qualcomm Wcn3680 - All All All
Hardware Qualcomm Wcn3680b - All All All
Hardware Qualcomm Wifr1620 - All All All
Hardware Qualcomm Wgr7640 - All All All
Hardware Qualcomm Witr1605 - All All All
Hardware Qualcomm Witr1605I - All All All
Hardware Qualcomm Witr1625 - All All All
Hardware Qualcomm Witr1625I - All All All
Hardware Qualcomm Witr2605 - All All All
Hardware Qualcomm Witr2955 - All All All
Hardware Qualcomm Witr3925 - All All All
Hardware Qualcomm Witr4605 - All All All
Hardware Qualcomm Witr4905 - All All All
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Reference Source Link Tags

May 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com

CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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