
CVE-2020-11269
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-11269

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-22 07:15:00 UTC

Updated 2021-03-08 21:07:00 UTC

Description Possible memory corruption while processing EAPOL frames due to lack of validation of key length before using it in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer Electronics Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon IoT, Snapdragon Mobile, Snapdragon Voice & Music, Snapdragon Wearables, Snapdragon Wired Infrastructure and Networking

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009 - All All All

Hardware Qualcomm Apq8009w - All All All

Hardware Qualcomm Apq8009w - All All All

Operating System Qualcomm Apq8009w Firmware - All All All

Operating System Qualcomm Apq8009w Firmware - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Operating System Qualcomm Apq8009 Firmware - All All All

Hardware Qualcomm Apq8016 - All All All

Hardware Qualcomm Apq8016 - All All All

Operating System Qualcomm Apq8016 Firmware - All All All

Operating System Qualcomm Apq8016 Firmware - All All All

Hardware Qualcomm Apq8017 - All All All

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8037 - All All All
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Operating System Qualcomm Apq8037 Firmware - All All All
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Hardware Qualcomm Apq8039 - All All All
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Operating System Qualcomm Apq8039 Firmware - All All All

Hardware Qualcomm Apq8052 - All All All

Hardware Qualcomm Apq8052 - All All All
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Operating System Qualcomm Apq8052 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All
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Operating System Qualcomm Apq8053 Firmware - All All All
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Hardware Qualcomm Apq8064au - All All All

Operating System Qualcomm Apq8064au Firmware - All All All
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