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Summary

CVE CVE-2020-11291

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 07:15:00 UTC

Updated 2021-06-15 13:40:00 UTC

Description Possible buffer overflow while updating ikev2 parameters for delete payloads received during informational exchange due to lack of check of input validation for certain parameters received from the ePDG server in Snapdragon Auto, Snapdragon Compute, Snapdragon Connectivity, Snapdragon Consumer IOT, Snapdragon Industrial IOT, Snapdragon IoT, Snapdragon Mobile

Risk And Classification

Problem Types: CWE-129

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Qualcomm Apq8017 - All All All

Operating System Qualcomm Apq8017 Firmware - All All All

Hardware Qualcomm Apq8053 - All All All

Operating System Qualcomm Apq8053 Firmware - All All All

Hardware Qualcomm Aqt1000 - All All All

Operating System Qualcomm Aqt1000 Firmware - All All All

Hardware Qualcomm Csrb31024 - All All All

Operating System Qualcomm Csrb31024 Firmware - All All All

Hardware Qualcomm Msm8917 - All All All

Operating System Qualcomm Msm8917 Firmware - All All All

Hardware Qualcomm Msm8920 - All All All

Operating System Qualcomm Msm8920 Firmware - All All All

Hardware Qualcomm Msm8940 - All All All

Operating System Qualcomm Msm8940 Firmware - All All All

Hardware Qualcomm Msm8953 - All All All

Operating System Qualcomm Msm8953 Firmware - All All All

Hardware Qualcomm Msm8976 - All All All
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Hardware Qualcomm Msm8976 - All All All

Hardware Qualcomm Msm8976sg - All All All

Operating System Qualcomm Msm8976sg Firmware - All All All

Operating System Qualcomm Msm8976 Firmware - All All All

Hardware Qualcomm Qca6174a - All All All

Operating System Qualcomm Qca6174a Firmware - All All All

Hardware Qualcomm Qca6390 - All All All

Operating System Qualcomm Qca6390 Firmware - All All All

Hardware Qualcomm Qca6391 - All All All

Operating System Qualcomm Qca6391 Firmware - All All All

Hardware Qualcomm Qca6420 - All All All

Operating System Qualcomm Qca6420 Firmware - All All All

Hardware Qualcomm Qca6421 - All All All

Operating System Qualcomm Qca6421 Firmware - All All All

Hardware Qualcomm Qca6426 - All All All

Operating System Qualcomm Qca6426 Firmware - All All All

Hardware Qualcomm Qca6430 - All All All

Operating System Qualcomm Qca6430 Firmware - All All All

Hardware Qualcomm Qca6431 - All All All

Operating System Qualcomm Qca6431 Firmware - All All All

Hardware Qualcomm Qca6436 - All All All

Operating System Qualcomm Qca6436 Firmware - All All All

Hardware Qualcomm Qca6564au - All All All

Operating System Qualcomm Qca6564au Firmware - All All All

Hardware Qualcomm Qca6574a - All All All

Hardware Qualcomm Qca6574au - All All All

Operating System Qualcomm Qca6574au Firmware - All All All

Operating System Qualcomm Qca6574a Firmware - All All All

Hardware Qualcomm Qca6584au - All All All

Operating System Qualcomm Qca6584au Firmware - All All All

Hardware Qualcomm Qca6595au - All All All

Operating System Qualcomm Qca6595au Firmware - All All All

Hardware Qualcomm Qca6696 - All All All

Operating System Qualcomm Qca6696 Firmware - All All All

Hardware Qualcomm Qca9377 - All All All

Operating System Qualcomm Qca9377 Firmware - All All All
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Hardware Qualcomm Qca9379 - All All All

Operating System Qualcomm Qca9379 Firmware - All All All

Hardware Qualcomm Qcm4290 - All All All

Operating System Qualcomm Qcm4290 Firmware - All All All

Hardware Qualcomm Qcm6125 - All All All

Operating System Qualcomm Qcm6125 Firmware - All All All

Hardware Qualcomm Qcs410 - All All All

Operating System Qualcomm Qcs410 Firmware - All All All

Hardware Qualcomm Qcs4290 - All All All

Operating System Qualcomm Qcs4290 Firmware - All All All

Hardware Qualcomm Qcs610 - All All All

Operating System Qualcomm Qcs610 Firmware - All All All

Hardware Qualcomm Qcs6125 - All All All

Operating System Qualcomm Qcs6125 Firmware - All All All

Hardware Qualcomm Sa415m - All All All

Operating System Qualcomm Sa415m Firmware - All All All

Hardware Qualcomm Sa515m - All All All

Operating System Qualcomm Sa515m Firmware - All All All

Hardware Qualcomm Sa8155 - All All All

Hardware Qualcomm Sa8155p - All All All

Operating System Qualcomm Sa8155p Firmware - All All All

Operating System Qualcomm Sa8155 Firmware - All All All

Hardware Qualcomm Sc8180x Sdx55 - All All All

Operating System Qualcomm Sc8180x Sdx55 Firmware - All All All

Hardware Qualcomm Sd450 - All All All

Operating System Qualcomm Sd450 Firmware - All All All

Hardware Qualcomm Sd480 - All All All

Operating System Qualcomm Sd480 Firmware - All All All

Hardware Qualcomm Sd665 - All All All

Operating System Qualcomm Sd665 Firmware - All All All

Hardware Qualcomm Sd670 - All All All

Operating System Qualcomm Sd670 Firmware - All All All

Hardware Qualcomm Sd675 - All All All

Operating System Qualcomm Sd675 Firmware - All All All

Hardware Qualcomm Sd678 - All All All

Operating System Qualcomm Sd678 Firmware - All All All
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Operating System Qualcomm Sd678 Firmware - All All All

Hardware Qualcomm Sd690 5g - All All All

Operating System Qualcomm Sd690 5g Firmware - All All All

Hardware Qualcomm Sd720g - All All All

Operating System Qualcomm Sd720g Firmware - All All All

Hardware Qualcomm Sd730 - All All All

Operating System Qualcomm Sd730 Firmware - All All All

Hardware Qualcomm Sd750g - All All All

Operating System Qualcomm Sd750g Firmware - All All All

Hardware Qualcomm Sd765 - All All All

Hardware Qualcomm Sd765g - All All All

Operating System Qualcomm Sd765g Firmware - All All All

Operating System Qualcomm Sd765 Firmware - All All All

Hardware Qualcomm Sd768g - All All All

Operating System Qualcomm Sd768g Firmware - All All All

Hardware Qualcomm Sd845 - All All All

Operating System Qualcomm Sd845 Firmware - All All All

Hardware Qualcomm Sd855 - All All All

Operating System Qualcomm Sd855 Firmware - All All All

Hardware Qualcomm Sd865 5g - All All All

Operating System Qualcomm Sd865 5g Firmware - All All All

Hardware Qualcomm Sd870 - All All All

Operating System Qualcomm Sd870 Firmware - All All All

Hardware Qualcomm Sd888 5g - All All All

Operating System Qualcomm Sd888 5g Firmware - All All All

Hardware Qualcomm Sdx24 - All All All

Operating System Qualcomm Sdx24 Firmware - All All All

Hardware Qualcomm Sdx50m - All All All

Operating System Qualcomm Sdx50m Firmware - All All All

Hardware Qualcomm Sdx55 - All All All

Hardware Qualcomm Sdx55m - All All All

Operating System Qualcomm Sdx55m Firmware - All All All

Operating System Qualcomm Sdx55 Firmware - All All All

Hardware Qualcomm Sdxr2 5g - All All All

Operating System Qualcomm Sdxr2 5g Firmware - All All All

Hardware Qualcomm Sd 675 - All All All
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Operating System Qualcomm Sd 675 Firmware - All All All

Hardware Qualcomm Sd 8c - All All All

Hardware Qualcomm Sd 8cx - All All All

Operating System Qualcomm Sd 8cx Firmware - All All All

Operating System Qualcomm Sd 8c Firmware - All All All

Hardware Qualcomm Sm6250 - All All All

Hardware Qualcomm Sm6250p - All All All

Operating System Qualcomm Sm6250p Firmware - All All All

Operating System Qualcomm Sm6250 Firmware - All All All

Hardware Qualcomm Sm7250p - All All All

Operating System Qualcomm Sm7250p Firmware - All All All

Hardware Qualcomm Wcd9326 - All All All

Operating System Qualcomm Wcd9326 Firmware - All All All

Hardware Qualcomm Wcd9335 - All All All

Operating System Qualcomm Wcd9335 Firmware - All All All

Hardware Qualcomm Wcd9340 - All All All

Operating System Qualcomm Wcd9340 Firmware - All All All

Hardware Qualcomm Wcd9341 - All All All

Operating System Qualcomm Wcd9341 Firmware - All All All

Hardware Qualcomm Wcd9360 - All All All

Operating System Qualcomm Wcd9360 Firmware - All All All

Hardware Qualcomm Wcd9370 - All All All

Operating System Qualcomm Wcd9370 Firmware - All All All

Hardware Qualcomm Wcd9371 - All All All

Operating System Qualcomm Wcd9371 Firmware - All All All

Hardware Qualcomm Wcd9375 - All All All

Operating System Qualcomm Wcd9375 Firmware - All All All

Hardware Qualcomm Wcd9380 - All All All

Operating System Qualcomm Wcd9380 Firmware - All All All

Hardware Qualcomm Wcd9385 - All All All

Operating System Qualcomm Wcd9385 Firmware - All All All

Hardware Qualcomm Wcn3615 - All All All

Operating System Qualcomm Wcn3615 Firmware - All All All

Hardware Qualcomm Wcn3660b - All All All

Operating System Qualcomm Wcn3660b Firmware - All All All
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Hardware Qualcomm Wcn3680b - All All All

Operating System Qualcomm Wcn3680b Firmware - All All All

Hardware Qualcomm Wcn3910 - All All All

Operating System Qualcomm Wcn3910 Firmware - All All All

Hardware Qualcomm Wcn3950 - All All All

Operating System Qualcomm Wcn3950 Firmware - All All All

Hardware Qualcomm Wcn3980 - All All All

Operating System Qualcomm Wcn3980 Firmware - All All All

Hardware Qualcomm Wcn3988 - All All All

Operating System Qualcomm Wcn3988 Firmware - All All All

Hardware Qualcomm Wcn3990 - All All All

Operating System Qualcomm Wcn3990 Firmware - All All All

Hardware Qualcomm Wcn3991 - All All All

Operating System Qualcomm Wcn3991 Firmware - All All All

Hardware Qualcomm Wcn3998 - All All All

Operating System Qualcomm Wcn3998 Firmware - All All All

Hardware Qualcomm Wcn6850 - All All All

Operating System Qualcomm Wcn6850 Firmware - All All All

Hardware Qualcomm Wcn6851 - All All All

Operating System Qualcomm Wcn6851 Firmware - All All All

Hardware Qualcomm Wcn6855 - All All All

Operating System Qualcomm Wcn6855 Firmware - All All All

Hardware Qualcomm Wcn6856 - All All All

Operating System Qualcomm Wcn6856 Firmware - All All All

Hardware Qualcomm Whs9410 - All All All

Operating System Qualcomm Whs9410 Firmware - All All All

Hardware Qualcomm Wsa8810 - All All All

Operating System Qualcomm Wsa8810 Firmware - All All All

Hardware Qualcomm Wsa8815 - All All All

Operating System Qualcomm Wsa8815 Firmware - All All All

Hardware Qualcomm Wsa8830 - All All All

Operating System Qualcomm Wsa8830 Firmware - All All All

Hardware Qualcomm Wsa8835 - All All All

Operating System Qualcomm Wsa8835 Firmware - All All All
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Reference Source Link Tags

June 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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610344 Google Android Devices June 2021 Security Patch Missing

610354 Google Android July 2021 Security Patch Missing for LGE

610355 Google Android July 2021 Security Patch Missing for Samsung
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