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Accepting AMSDU frames with mismatched destination and source address can lead to information disclosure in Snapdrag
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Risk And Classification

Problem Types: CWE-668

NVD Known Affected Configurations (CPE 2.3)
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Operating System
Hardware
Operating System
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Operating System
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Vendor Product Version Update Edition Language
Qualcomm Apqg8009 - All All All
Qualcomm Apg8009 Firmware - All All All
Qualcomm Apqg8053 - All All All
Qualcomm Apg8053 Firmware - All All All
Qualcomm Apq8064au - All All All
Qualcomm Apg8064au Firmware - All All All
Qualcomm Apg8076 - All All All
Qualcomm Apg8076 Firmware - All All All
Qualcomm Apq8092 - All All All
Qualcomm Apqg8092 Firmware - All All All
Qualcomm Apg8094 - All All All
Qualcomm Apqg8094 Firmware - All All All
Qualcomm Apq8096au - All All All
Qualcomm Apg8096au Firmware - All All All
Qualcomm Ar8031 - All All All
Qualcomm Ar8031 Firmware - All All All
Qualcomm Csr6030 - All All All
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http://cve.report/vendor/qualcomm
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Hardware Qualcomm Wcd9341 - All All All
Operating System Qualcomm Wcd9341 Firmware - All All All
Hardware Qualcomm Wcd9360 - All All All
Operating System Qualcomm Wcd9360 Firmware - All All All
Hardware Qualcomm Wcn3610 - All All All
Operating System Qualcomm Wcn3610 Firmware - All All All
Hardware Qualcomm Wcn3615 - All All All
Operating System Qualcomm Wcn3615 Firmware - All All All
Hardware Qualcomm Wcn3660b - All All All
Operating System Qualcomm Wcn3660b Firmware - All All All
Hardware Qualcomm Wcn3680b - All All All
Operating System Qualcomm Wcn3680b Firmware - All All All
Hardware Qualcomm Wcn3980 - All All All
Operating System Qualcomm Wcn3980 Firmware - All All All
Hardware Qualcomm Wcen3990 - All All All
Operating System Qualcomm Wcn3990 Firmware - All All All
Hardware Qualcomm Wcn3998 - All All All
Operating System Qualcomm Wcn3998 Firmware - All All All
Hardware Qualcomm Wcen3999 - All All All
Operating System Qualcomm Wcn3999 Firmware - All All All
Hardware Qualcomm Wsa8810 - All All All
Operating System Qualcomm Wsa8810 Firmware - All All All
Hardware Qualcomm Wsa8815 - All All All
Operating System Qualcomm Wsa8815 Firmware - All All All
Reference Source Link Tags
October 2021 Security Bulletin | Qualcomm CONFIRM www.qualcomm.com

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

610373 Google Android Devices October 2021 Security Patch Missing

610383 Google Android November 2021 Security Patch Missing for LGE
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