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CVE CVE-2020-11420
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-27 14:15:00 UTC
Updated 2021-09-14 13:55:00 UTC
Description UPS Adapter CS141 before 1.90 allows Directory Traversal. An attacker with Admin or Engineer login credentials could ex
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Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Abb Cs141 - All All All
Hardware Abb Cs141 - All All All
Operating System Abb Cs141 Firmware All All All All
Hardware Generex Cs141 - All All All
Hardware Generex Cs141 - All All All
Operating System Generex Cs141 Firmware All All All All
Operating System Generex Cs141 Firmware All All All All
Reference Source Link Tags
BACS, CS141, SITEMANAGER and SITEMONITOR Firmware | Generex MISC www.generex.de

Error | Generex MISC www.generex.de  Release Note

library.e.abb.com/public/ee46f3ff5823400f991ebd9bd43a297e/2CMT2020-005913%20Sec... CONFIRM library.e.abb.com Vendor Advis
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, an

/ |

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

590998 ABB UPS Adapter CS141 Vulnerability (ABBVU-ELSP-4178-2150)
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