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Summary

CVE CVE-2020-11527

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-04 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description In Zoho ManageEngine OpManager before 12.4.181, an unauthenticated remote attacker can send a specially crafted URI to read arbitrary files.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Opmanager All All All All

Application Zohocorp Manageengine Opmanager 12.4 - All All

Application Zohocorp Manageengine Opmanager 12.4 124000 All All

Application Zohocorp Manageengine Opmanager 12.4 124011 All All

Application Zohocorp Manageengine Opmanager 12.4 124012 All All

Application Zohocorp Manageengine Opmanager 12.4 124013 All All

Application Zohocorp Manageengine Opmanager 12.4 124014 All All

Application Zohocorp Manageengine Opmanager 12.4 124015 All All

Application Zohocorp Manageengine Opmanager 12.4 124016 All All

Application Zohocorp Manageengine Opmanager 12.4 124022 All All

Application Zohocorp Manageengine Opmanager 12.4 124023 All All

Application Zohocorp Manageengine Opmanager 12.4 124024 All All

Application Zohocorp Manageengine Opmanager 12.4 124025 All All

Application Zohocorp Manageengine Opmanager 12.4 124026 All All

Application Zohocorp Manageengine Opmanager 12.4 124027 All All

Application Zohocorp Manageengine Opmanager 12.4 124030 All All

Application Zohocorp Manageengine Opmanager 12.4 124033 All All
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Application Zohocorp Manageengine Opmanager 12.4 124033 All All

Application Zohocorp Manageengine Opmanager 12.4 124037 All All

Application Zohocorp Manageengine Opmanager 12.4 124039 All All

Application Zohocorp Manageengine Opmanager 12.4 124040 All All

Application Zohocorp Manageengine Opmanager 12.4 124041 All All

Application Zohocorp Manageengine Opmanager 12.4 124042 All All

Application Zohocorp Manageengine Opmanager 12.4 124043 All All

Application Zohocorp Manageengine Opmanager 12.4 124051 All All

Application Zohocorp Manageengine Opmanager 12.4 124053 All All

Application Zohocorp Manageengine Opmanager 12.4 124054 All All

Application Zohocorp Manageengine Opmanager 12.4 124056 All All

Application Zohocorp Manageengine Opmanager 12.4 124058 All All

Application Zohocorp Manageengine Opmanager 12.4 124065 All All

Application Zohocorp Manageengine Opmanager 12.4 124066 All All

Application Zohocorp Manageengine Opmanager 12.4 124067 All All

Application Zohocorp Manageengine Opmanager 12.4 124069 All All

Application Zohocorp Manageengine Opmanager 12.4 124070 All All

Application Zohocorp Manageengine Opmanager 12.4 124071 All All

Application Zohocorp Manageengine Opmanager 12.4 124074 All All

Application Zohocorp Manageengine Opmanager 12.4 124075 All All

Application Zohocorp Manageengine Opmanager 12.4 124081 All All

Application Zohocorp Manageengine Opmanager 12.4 124082 All All

Application Zohocorp Manageengine Opmanager 12.4 124085 All All

Application Zohocorp Manageengine Opmanager 12.4 124086 All All

Application Zohocorp Manageengine Opmanager 12.4 124087 All All

Application Zohocorp Manageengine Opmanager 12.4 124089 All All

Application Zohocorp Manageengine Opmanager 12.4 124095 All All

Application Zohocorp Manageengine Opmanager 12.4 124096 All All

Application Zohocorp Manageengine Opmanager 12.4 124097 All All

Application Zohocorp Manageengine Opmanager 12.4 124098 All All

Application Zohocorp Manageengine Opmanager 12.4 124099 All All

Application Zohocorp Manageengine Opmanager 12.4 124100 All All

Application Zohocorp Manageengine Opmanager 12.4 124101 All All

Application Zohocorp Manageengine Opmanager 12.4 124102 All All

Application Zohocorp Manageengine Opmanager 12.4 124168 All All

Application Zohocorp Manageengine Opmanager 12.4 124169 All All
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Application Zohocorp Manageengine Opmanager 12.4 124175 All All

Application Zohocorp Manageengine Opmanager 12.4 124176 All All

Application Zohocorp Manageengine Opmanager 12.4 124178 All All

Application Zohocorp Manageengine Opmanager 12.4 build124000 All All

Application Zohocorp Manageengine Opmanager 12.4 build124011 All All

Application Zohocorp Manageengine Opmanager 12.4 build124012 All All

Application Zohocorp Manageengine Opmanager 12.4 build124013 All All

Application Zohocorp Manageengine Opmanager 12.4 build124014 All All

Application Zohocorp Manageengine Opmanager 12.4 build124015 All All

Application Zohocorp Manageengine Opmanager 12.4 build124016 All All

Application Zohocorp Manageengine Opmanager 12.4 build124022 All All

Application Zohocorp Manageengine Opmanager 12.4 build124023 All All

Application Zohocorp Manageengine Opmanager 12.4 build124024 All All

Application Zohocorp Manageengine Opmanager 12.4 build124025 All All

Application Zohocorp Manageengine Opmanager 12.4 build124026 All All

Application Zohocorp Manageengine Opmanager 12.4 build124027 All All

Application Zohocorp Manageengine Opmanager 12.4 build124030 All All

Application Zohocorp Manageengine Opmanager 12.4 build124033 All All

Application Zohocorp Manageengine Opmanager 12.4 build124037 All All

Application Zohocorp Manageengine Opmanager 12.4 build124039 All All

Application Zohocorp Manageengine Opmanager 12.4 build124040 All All

Application Zohocorp Manageengine Opmanager 12.4 build124041 All All

Application Zohocorp Manageengine Opmanager 12.4 build124042 All All

Application Zohocorp Manageengine Opmanager 12.4 build124043 All All

Application Zohocorp Manageengine Opmanager 12.4 build124051 All All

Application Zohocorp Manageengine Opmanager 12.4 build124053 All All

Application Zohocorp Manageengine Opmanager 12.4 build124054 All All

Application Zohocorp Manageengine Opmanager 12.4 build124056 All All

Application Zohocorp Manageengine Opmanager 12.4 build124058 All All

Application Zohocorp Manageengine Opmanager 12.4 build124065 All All

Application Zohocorp Manageengine Opmanager 12.4 build124066 All All

Application Zohocorp Manageengine Opmanager 12.4 build124067 All All

Application Zohocorp Manageengine Opmanager 12.4 build124069 All All

Application Zohocorp Manageengine Opmanager 12.4 build124070 All All

Application Zohocorp Manageengine Opmanager 12.4 build124071 All All

Application Zohocorp Manageengine Opmanager 12.4 build124074 All All
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Application Zohocorp Manageengine Opmanager 12.4 build124074 All All

Application Zohocorp Manageengine Opmanager 12.4 build124075 All All

Application Zohocorp Manageengine Opmanager 12.4 build124081 All All

Application Zohocorp Manageengine Opmanager 12.4 build124082 All All

Application Zohocorp Manageengine Opmanager 12.4 build124085 All All

Application Zohocorp Manageengine Opmanager 12.4 build124086 All All

Application Zohocorp Manageengine Opmanager 12.4 build124087 All All

Application Zohocorp Manageengine Opmanager 12.4 build124089 All All

Application Zohocorp Manageengine Opmanager 12.4 build124095 All All

Application Zohocorp Manageengine Opmanager 12.4 build124096 All All

Application Zohocorp Manageengine Opmanager 12.4 build124097 All All

Application Zohocorp Manageengine Opmanager 12.4 build124098 All All

Application Zohocorp Manageengine Opmanager 12.4 build124099 All All

Application Zohocorp Manageengine Opmanager 12.4 build124100 All All

Application Zohocorp Manageengine Opmanager 12.4 build124101 All All

Application Zohocorp Manageengine Opmanager 12.4 build124102 All All

Application Zohocorp Manageengine Opmanager 12.4 build124168 All All

Application Zohocorp Manageengine Opmanager 12.4 build124169 All All

Application Zohocorp Manageengine Opmanager 12.4 build124175 All All

Application Zohocorp Manageengine Opmanager 12.4 build124176 All All

Application Zohocorp Manageengine Opmanager 12.4 build124178 All All

Application Zohocorp Manageengine Opmanager All All All All

Application Zohocorp Manageengine Opmanager 12.4 - All All

Application Zohocorp Manageengine Opmanager 12.4 124000 All All

Application Zohocorp Manageengine Opmanager 12.4 124011 All All

Application Zohocorp Manageengine Opmanager 12.4 124012 All All

Application Zohocorp Manageengine Opmanager 12.4 124013 All All

Application Zohocorp Manageengine Opmanager 12.4 124014 All All

Application Zohocorp Manageengine Opmanager 12.4 124015 All All

Application Zohocorp Manageengine Opmanager 12.4 124016 All All

Application Zohocorp Manageengine Opmanager 12.4 124022 All All

Application Zohocorp Manageengine Opmanager 12.4 124023 All All

Application Zohocorp Manageengine Opmanager 12.4 124024 All All

Application Zohocorp Manageengine Opmanager 12.4 124025 All All

Application Zohocorp Manageengine Opmanager 12.4 124026 All All

Application Zohocorp Manageengine Opmanager 12.4 124027 All All
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Application Zohocorp Manageengine Opmanager 12.4 124030 All All

Application Zohocorp Manageengine Opmanager 12.4 124033 All All

Application Zohocorp Manageengine Opmanager 12.4 124037 All All

Application Zohocorp Manageengine Opmanager 12.4 124039 All All

Application Zohocorp Manageengine Opmanager 12.4 124040 All All

Application Zohocorp Manageengine Opmanager 12.4 124041 All All

Application Zohocorp Manageengine Opmanager 12.4 124042 All All

Application Zohocorp Manageengine Opmanager 12.4 124043 All All

Application Zohocorp Manageengine Opmanager 12.4 124051 All All

Application Zohocorp Manageengine Opmanager 12.4 124053 All All

Application Zohocorp Manageengine Opmanager 12.4 124054 All All

Application Zohocorp Manageengine Opmanager 12.4 124056 All All

Application Zohocorp Manageengine Opmanager 12.4 124058 All All

Application Zohocorp Manageengine Opmanager 12.4 124065 All All

Application Zohocorp Manageengine Opmanager 12.4 124066 All All

Application Zohocorp Manageengine Opmanager 12.4 124067 All All

Application Zohocorp Manageengine Opmanager 12.4 124069 All All

Application Zohocorp Manageengine Opmanager 12.4 124070 All All

Application Zohocorp Manageengine Opmanager 12.4 124071 All All

Application Zohocorp Manageengine Opmanager 12.4 124074 All All

Application Zohocorp Manageengine Opmanager 12.4 124075 All All

Application Zohocorp Manageengine Opmanager 12.4 124081 All All

Application Zohocorp Manageengine Opmanager 12.4 124082 All All

Application Zohocorp Manageengine Opmanager 12.4 124085 All All

Application Zohocorp Manageengine Opmanager 12.4 124086 All All

Application Zohocorp Manageengine Opmanager 12.4 124087 All All

Application Zohocorp Manageengine Opmanager 12.4 124089 All All

Application Zohocorp Manageengine Opmanager 12.4 124095 All All

Application Zohocorp Manageengine Opmanager 12.4 124096 All All

Application Zohocorp Manageengine Opmanager 12.4 124097 All All

Application Zohocorp Manageengine Opmanager 12.4 124098 All All

Application Zohocorp Manageengine Opmanager 12.4 124099 All All

Application Zohocorp Manageengine Opmanager 12.4 124100 All All

Application Zohocorp Manageengine Opmanager 12.4 124101 All All

Application Zohocorp Manageengine Opmanager 12.4 124102 All All
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Application Zohocorp Manageengine Opmanager 12.4 124168 All All

Application Zohocorp Manageengine Opmanager 12.4 124169 All All

Application Zohocorp Manageengine Opmanager 12.4 124175 All All

Application Zohocorp Manageengine Opmanager 12.4 124176 All All

Application Zohocorp Manageengine Opmanager 12.4 124178 All All

References

Reference Source Link Tags

Read me | OpManager Help MISC www.manageengine.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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