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Summary

CVE CVE-2020-11551

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-18 16:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description An issue was discovered on NETGEAR Orbi Tri-Band Business WiFi Add-on Satellite (SRS60) AC3000 V2.5.1.106, Outdoor Satellite (RBS50Y) V2.5.1.106, and Pro Tri-Band Business WiFi Router (SRR60) AC3000 V2.5.1.106. The administrative SOAP interface allows an unauthenticated remote write of arbitrary Wi-Fi configuration data such as authentication details (e.g., the Web-admin password), network settings, DNS settings, system administration interface configuration, etc.

Risk And Classification

Problem Types: CWE-287 | CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Netgear Rbs50y - All All All

Hardware Netgear Rbs50y - All All All

Operating System Netgear Rbs50y Firmware 2.5.1.106 All All All

Operating System Netgear Rbs50y Firmware 2.5.1.106 All All All

Hardware Netgear Srr60 - All All All

Hardware Netgear Srr60 - All All All

Operating System Netgear Srr60 Firmware 2.5.1.106 All All All

Operating System Netgear Srr60 Firmware 2.5.1.106 All All All

Hardware Netgear Srs60 - All All All

Hardware Netgear Srs60 - All All All

Operating System Netgear Srs60 Firmware 2.5.1.106 All All All

Operating System Netgear Srs60 Firmware 2.5.1.106 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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