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Summary

CVE CVE-2020-11646

State PUBLIC

Assigner cybersecurity@ch.abb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-10-15 15:15:00 UTC

Updated 2021-11-03 20:12:00 UTC

Description A log information disclosure vulnerability in B&R GateManager 4260 and 9250 versions <9.0.20262 and GateManager 8250 versions <9.2.620236042 allows authenticated users to view log information reserved for other users.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Br-automation Gatemanager 4260 - All All All

Hardware Br-automation Gatemanager 4260 - All All All

Operating System Br-automation Gatemanager 4260 Firmware All All All All

Operating System Br-automation Gatemanager 4260 Firmware All All All All

Hardware Br-automation Gatemanager 8250 - All All All

Hardware Br-automation Gatemanager 8250 - All All All

Operating System Br-automation Gatemanager 8250 Firmware All All All All

Operating System Br-automation Gatemanager 8250 Firmware All All All All

Hardware Br-automation Gatemanager 9250 - All All All

Hardware Br-automation Gatemanager 9250 - All All All

Operating System Br-automation Gatemanager 9250 Firmware All All All All

Operating System Br-automation Gatemanager 9250 Firmware All All All All

References

Reference Source Link Tags

B&R Automation SiteManager and GateManager | CISA MISC us-cert.cisa.gov

www.br-automation.com/downloads_br_productcatalogue/assets/1600003183751-de-origina... MISC www.br-automation.com Vendor Advisory
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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