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Summary

CVE CVE-2020-11694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-10 21:15:00 UTC

Updated 2022-04-06 14:53:00 UTC

Description In JetBrains PyCharm 2019.2.5 and 2019.3 on Windows, Apple Notarization Service credentials were included. This is fixed in 2019.2.6 and 2019.3.3.

Risk And Classification

Problem Types: CWE-312 | CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jetbrains Pycharm 2019.2.5 All All All

Application Jetbrains Pycharm 2019.3 All All All

Application Jetbrains Pycharm 2019.2.5 All All All

Application Jetbrains Pycharm 2019.3 All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

References

Reference

JetBrains Security Bulletin Q1 2020 | JetBrains News

ruby on Twitter: "@JetBrains were including valid Apple code-signing and Artifactory credentials in Windows PyCharm builds for a few months, due to their build process dumping env vars in to one of the included stub files. Great response from their team - credentials were rotated within hours 1/2… https://t.co/eK04VeGJwH"

the nt.py file redistributed with pycharm that includes internal env vars · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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