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CVE CVE-2020-11713
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-12 17:15:00 UTC
Updated 2022-01-01 18:45:00 UTC
Description wolfSSL 4.3.0 has mulmod code in wc_ecc_mulmod_ex in ecc.c that does not properly resist timing side-channel attacks.

Risk And Classification

Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wolfssl Wolfssl 4.3.0 All All All

Application Wolfssl Wolfssl 4.3.0 All All All

Reference S
Change constant time and cache resistant ECC mulmod by SparkiDev - Pull Request #2894 - wolfSSL/wolfssl - GitHub M

PoC for CVE-2020-11713. Timing side-channel on wc_ecc_mulmod which allows to recover private key used to sign messages. - GitHub M
CVE Program record C

NVD vulnerability detail N

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

180686 Debian Security Update for wolfssl (CVE-2020-11713)
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