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Summary

CVE CVE-2020-11725

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-12 22:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description ** DISPUTED ** snd_ctl_elem_add in sound/core/control.c in the Linux kernel through 5.6.3 has a count=info->owner line, which later affects a private_size*count multiplication for unspecified "interesting side effects." NOTE: kernel engineers dispute this finding, because it could be relevant only if new callers were added that were unfamiliar with the misuse of the info->owner field to represent data unrelated to the "owner" concept. The existing callers, SNDRV_CTL_IOCTL_ELEM_ADD and SNDRV_CTL_IOCTL_ELEM_REPLACE, have been designed to misuse the info->owner field in a safe way.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel All All All All

References

Reference Source Link Tags

Drew Yao on Twitter: "A guess: count = info->owner; does not seem right. owner is supposed to be a pid.… " MISC twitter.com Third Party Advisory

Re: [RFC v2] ALSA: control: fix a error handling exist in snd_ctl_elem_add - Takashi Iwai MISC lore.kernel.org

linux/control.c at 3b2549a3740efb8af0150415737067d87e466c5b · torvalds/linux · GitHub MISC github.com Exploit, Third Party Advisory

Re: [RFC v2] ALSA: control: fix a error handling exist in snd_ctl_elem_add - Takashi Iwai lore.kernel.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

900078 CBL-Mariner Linux Security Update for kernel 5.4.91

903179 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (1923)

905753 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (1923-1)
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