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Istio through 1.5.1 and Envoy through 1.14.1 have a data-leak issue. If there is a TCP connection (negotiated with SNI over
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type
Application

Application

Vendor Product Version Update Edition Language
Envoyproxy Envoy All All All All
Istio Istio All All All All

References

Reference Source Link Tags

Istio does not adhere to HTTP/2 RFC 7540 - Issue #13589 - istio/istio - GitHub MISC github.com Exploit, Thir
954160 - chromium - An open-source project to help move the web forward. - Monorail MISC bugs.chromium.org Issue Tracki
Envoy does not adhere to HTTP/2 RFC 7540 - Issue #6767 - envoyproxy/envoy - GitHub MISC github.com Third Party .
404 NR when using browser on multiple ingress gateways - Issue #9429 - istio/istio - GitHub  MISC github.com Third Party .
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, a

/
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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