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Summary

CVE CVE-2020-11844

State PUBLIC

Assigner security@microfocus.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-29 22:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description Incorrect Authorization vulnerability in Micro Focus Container Deployment Foundation component affects products: - Hybrid Cloud Management. Versions 2018.05 to 2019.11. - ArcSight Investigate. versions 2.4.0, 3.0.0 and 3.1.0. - ArcSight Transformation Hub. versions 3.0.0, 3.1.0, 3.2.0. - ArcSight Interset. version 6.0.0. - ArcSight ESM (when ArcSight Fusion 1.0 is installed). version 7.2.1. - Service Management Automation (SMA). versions 2018.05 to 2020.02 - Operation Bridge Suite (Containerized). Versions 2018.05 to 2020.02. - Network Operation Management. versions 2017.11 to 2019.11. - Data Center Automation Containerized. versions 2018.05 to 2019.11 - Identity Intelligence. versions 1.1.0 and 1.1.1. The vulnerability could be exploited to provide unauthorized access to the Container Deployment Foundation.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Management Automation 2018.08 All All All

Application Microfocus Service Management Automation 2018.11 All All All

Application Microfocus Service Management Automation 2019.02 All All All

Application Microfocus Service Management Automation 2019.05 All All All

Application Microfocus Service Management Automation 2019.08 All All All

Application Microfocus Service Management Automation 2019.11 All All All

Application Microfocus Service Management Automation 2020.02 All All All

Application Microfocus Service Management Automation 2018.05 All All All

Application Microfocus Service Management Automation 2018.08 All All All

Application Microfocus Service Management Automation 2018.11 All All All

Application Microfocus Service Management Automation 2019.02 All All All

Application Microfocus Service Management Automation 2019.05 All All All

Application Microfocus Service Management Automation 2019.08 All All All

Application Microfocus Service Management Automation 2019.11 All All All

Application Microfocus Service Management Automation 2020.02 All All All
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References

Reference Source Link Tags

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com

MySupport - Micro Focus Software Support softwaresupport.softwaregrp.com

support.microfocus.com/kb/doc.php CONFIRM support.microfocus.com

MySupport - Micro Focus Software Support CONFIRM softwaresupport.softwaregrp.com

MySupport - Micro Focus Software Support softwaresupport.softwaregrp.com

MySupport - Micro Focus Software Support softwaresupport.softwaregrp.com

MySupport - Micro Focus Software Support softwaresupport.softwaregrp.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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