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Summary

CVE CVE-2020-11944

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-20 22:15:00 UTC

Updated 2020-05-05 19:41:00 UTC

Description Abe (aka bitcoin-abe) through 0.7.2, and 0.8pre, allows XSS in __call__ in abe.py because the PATH_INFO environment variable is mishandled during a PageNotFound exception.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bitcoin-abe Project Bitcoin-abe 0.8 pre All All

Application Bitcoin-abe Project Bitcoin-abe All All All All

Application Bitcoin-abe Project Bitcoin-abe 0.8 pre All All

References

Reference Source Link

bitcoin-abe/abe.py at d33f6e85de74e708e11cabe4ed0246e12025c726 · bitcoin-abe/bitcoin-abe · GitHub MISC github.com

Page Not Found Handler Cross-site Scripting -- CVE-2020-11944 · Issue #292 · bitcoin-abe/bitcoin-abe · GitHub MISC github.com

Geeknik Labs & Farm:: Security & Food Research MISC geeknik-labs.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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