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Summary

CVE CVE-2020-11945

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-23 15:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description An issue was discovered in Squid before 5.0.2. A remote attacker can replay a sniffed Digest Authentication nonce to gain access to resources that are otherwise forbidden. This occurs because the attacker can overflow the nonce reference counter (a short integer). Remote code execution may occur if the pooled token credentials are freed (instead of replayed as valid credentials).

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 19.10 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Fedoraproject Fedora 30 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Opensuse Leap 15.1 All All All

Application Squid-cache Squid All All All All

Application Squid-cache Squid All All All All

Application Squid-cache Squid All All All All

Application Squid-cache Squid All All All All
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CVE-2020-11945 Squid Vulnerability in NetApp Products | NetApp Product Security

www.squid-cache.org/Versions/v4/changesets/squid-4-eeebf0f37a72a2de08348e85ae34b0...

Debian -- Security Information -- DSA-4682-1 squid

[SECURITY] Fedora 31 Update: squid-4.11-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: squid-4.11-1.fc31 - package-announce - Fedora Mailing-Lists

master.squid-cache.org/Versions/v4/changesets/squid-4-eeebf0f37a72a2de08348e85ae34b0...

USN-4356-1: Squid vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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296074 Oracle Solaris 11.4 Support Repository Update (SRU) 22.69.4 Missing (CPUAPR2020)

356292 Amazon Linux Security Advisory for squid : ALASSQUID4-2023-008

377033 Alibaba Cloud Linux Security Update for squid (ALINUX2-SA-2020:0092)

377360 Alibaba Cloud Linux Security Update for squid:4 (ALINUX3-SA-2022:0124)

940334 AlmaLinux Security Update for squid:4 (ALSA-2020:2041)

960236 Rocky Linux Security Update for squid:4 (RLSA-2020:2041)

https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/H4MWXEZAJSOGRJSS2JCJK4WBSND4IV46/
https://github.com/squid-cache/squid/pull/585
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/RV2VZWFJNO3B56IVN56HHKJASG5DYUIX/
https://lists.debian.org/debian-lts-announce/2020/07/msg00009.html
http://www.openwall.com/lists/oss-security/2020/04/23/2
https://bugzilla.suse.com/show_bug.cgi?id=1170313
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/H4MWXEZAJSOGRJSS2JCJK4WBSND4IV46/
https://github.com/squid-cache/squid/commit/eeebf0f37a72a2de08348e85ae34b02c34e9a811
http://lists.opensuse.org/opensuse-security-announce/2020-05/msg00018.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RV2VZWFJNO3B56IVN56HHKJASG5DYUIX/
https://security.gentoo.org/glsa/202005-05
https://security.netapp.com/advisory/ntap-20210304-0004/
http://www.squid-cache.org/Versions/v4/changesets/squid-4-eeebf0f37a72a2de08348e85ae34b02c34e9a811.patch
https://www.debian.org/security/2020/dsa-4682
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4FWQRYZJPHAZBLXJ56FPCHJN5X2FP3VA/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4FWQRYZJPHAZBLXJ56FPCHJN5X2FP3VA/
http://master.squid-cache.org/Versions/v4/changesets/squid-4-eeebf0f37a72a2de08348e85ae34b02c34e9a811.patch
https://usn.ubuntu.com/4356-1/
https://www.cve.org/CVERecord?id=CVE-2020-11945
https://nvd.nist.gov/vuln/detail/CVE-2020-11945
http://cve.report/qid/296074
http://cve.report/qid/356292
http://cve.report/qid/377033
http://cve.report/qid/377360
http://cve.report/qid/940334
http://cve.report/qid/960236
https://cve.report/


consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report

https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2020-11945
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


