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Summary

CVE CVE-2020-11949

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-28 13:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description testserver.cgi of the web service on VIVOTEK Network Cameras before XXXXX-VVTK-2.2002.xx.01x (and before XXXXX-VVTK-0XXXX_Beta2) allows an authenticated user to obtain arbitrary files from a camera's local filesystem. For example, this affects IT9388-HT devices.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Vivotek Cc8160 - All All All

Hardware Vivotek Cc8160 - All All All

Hardware Vivotek Cc8160hs - All All All

Hardware Vivotek Cc8160hs - All All All

Operating System Vivotek Cc8160hs Firmware All All All All

Operating System Vivotek Cc8160 Firmware All All All All

Hardware Vivotek Cc8370-hv - All All All

Hardware Vivotek Cc8370-hv - All All All

Operating System Vivotek Cc8370-hv Firmware All All All All

Hardware Vivotek Cc8371-hv - All All All

Hardware Vivotek Cc8371-hv - All All All

Operating System Vivotek Cc8371-hv Firmware All All All All

Hardware Vivotek Cc9381-hv - All All All

Hardware Vivotek Cc9381-hv - All All All

Operating System Vivotek Cc9381-hv Firmware All All All All

Hardware Vivotek Cd8371-hntv - All All All

Hardware Vivotek Cd8371-hntv - All All All
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Hardware Vivotek Cd8371-hntv - All All All

Operating System Vivotek Cd8371-hntv Firmware All All All All

Hardware Vivotek Cd8371-hnvf2 - All All All

Hardware Vivotek Cd8371-hnvf2 - All All All

Operating System Vivotek Cd8371-hnvf2 Firmware All All All All

Hardware Vivotek Fd8166a - All All All

Hardware Vivotek Fd8166a - All All All

Hardware Vivotek Fd8166a-n - All All All

Hardware Vivotek Fd8166a-n - All All All

Operating System Vivotek Fd8166a-n Firmware All All All All

Operating System Vivotek Fd8166a Firmware All All All All

Hardware Vivotek Fd8167a - All All All

Hardware Vivotek Fd8167a - All All All

Operating System Vivotek Fd8167a Firmware All All All All

Hardware Vivotek Fd8169a - All All All

Hardware Vivotek Fd8169a - All All All

Operating System Vivotek Fd8169a Firmware All All All All

Hardware Vivotek Fd816b-hf2 - All All All

Hardware Vivotek Fd816b-hf2 - All All All

Operating System Vivotek Fd816b-hf2 Firmware All All All All

Hardware Vivotek Fd816b-ht - All All All

Hardware Vivotek Fd816b-ht - All All All

Operating System Vivotek Fd816b-ht Firmware All All All All

Hardware Vivotek Fd816ba-hf2 - All All All

Hardware Vivotek Fd816ba-hf2 - All All All

Operating System Vivotek Fd816ba-hf2 Firmware All All All All

Hardware Vivotek Fd816ba-ht - All All All

Hardware Vivotek Fd816ba-ht - All All All

Operating System Vivotek Fd816ba-ht Firmware All All All All

Hardware Vivotek Fd816c-hf2 - All All All

Hardware Vivotek Fd816c-hf2 - All All All

Operating System Vivotek Fd816c-hf2 Firmware All All All All

Hardware Vivotek Fd816ca-hf2 - All All All

Hardware Vivotek Fd816ca-hf2 - All All All

Operating System Vivotek Fd816ca-hf2 Firmware All All All All

Hardware Vivotek Fd8177-h - All All All
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Hardware Vivotek Fd8177-h - All All All

Hardware Vivotek Fd8177-ht - All All All

Hardware Vivotek Fd8177-ht - All All All

Operating System Vivotek Fd8177-ht Firmware All All All All

Operating System Vivotek Fd8177-h Firmware All All All All

Hardware Vivotek Fd8179-h - All All All

Hardware Vivotek Fd8179-h - All All All

Operating System Vivotek Fd8179-h Firmware All All All All

Hardware Vivotek Fd8182-f1 - All All All

Hardware Vivotek Fd8182-f1 - All All All

Operating System Vivotek Fd8182-f1 Firmware All All All All

Hardware Vivotek Fd8182-f2 - All All All

Hardware Vivotek Fd8182-f2 - All All All

Operating System Vivotek Fd8182-f2 Firmware All All All All

Hardware Vivotek Fd8182-t - All All All

Hardware Vivotek Fd8182-t - All All All

Operating System Vivotek Fd8182-t Firmware All All All All

Hardware Vivotek Fd8366-v - All All All

Hardware Vivotek Fd8366-v - All All All

Operating System Vivotek Fd8366-v Firmware All All All All

Hardware Vivotek Fd8367a-v - All All All

Hardware Vivotek Fd8367a-v - All All All

Operating System Vivotek Fd8367a-v Firmware All All All All

Hardware Vivotek Fd8369a-v - All All All

Hardware Vivotek Fd8369a-v - All All All

Operating System Vivotek Fd8369a-v Firmware All All All All
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Hardware Vivotek Fd836b-hvf2 - All All All
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Hardware Vivotek Fd836ba-htv - All All All

Operating System Vivotek Fd836ba-htv Firmware All All All All

Hardware Vivotek Fd836ba-hvf2 - All All All

Hardware Vivotek Fd836ba-hvf2 - All All All

Operating System Vivotek Fd836ba-hvf2 Firmware All All All All

Hardware Vivotek Fd8377-ehtv - All All All

Hardware Vivotek Fd8377-ehtv - All All All

Operating System Vivotek Fd8377-ehtv Firmware All All All All

Hardware Vivotek Fd8377-htv - All All All
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Operating System Vivotek Fd8377-hv Firmware All All All All

Hardware Vivotek Fd8379-hv - All All All

Hardware Vivotek Fd8379-hv - All All All

Operating System Vivotek Fd8379-hv Firmware All All All All

Hardware Vivotek Fd8382-etv - All All All

Hardware Vivotek Fd8382-etv - All All All

Operating System Vivotek Fd8382-etv Firmware All All All All

Hardware Vivotek Fd8382-evf2 - All All All

Hardware Vivotek Fd8382-evf2 - All All All

Operating System Vivotek Fd8382-evf2 Firmware All All All All

Hardware Vivotek Fd8382-tv - All All All

Hardware Vivotek Fd8382-tv - All All All

Operating System Vivotek Fd8382-tv Firmware All All All All
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Operating System Vivotek Fd8382-vf2 Firmware All All All All
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Operating System Vivotek Fd9165-ht-a Firmware All All All All
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Operating System Vivotek Fd9171-ht Firmware All All All All

Hardware Vivotek Fd9181-ht - All All All

Hardware Vivotek Fd9181-ht - All All All
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Hardware Vivotek Fd9187-ht-a - All All All

Operating System Vivotek Fd9187-ht-a Firmware All All All All

Operating System Vivotek Fd9187-ht Firmware All All All All

Operating System Vivotek Fd9187-h Firmware All All All All

Hardware Vivotek Fd9189-h - All All All

Hardware Vivotek Fd9189-h - All All All
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