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Summary

CVE CVE-2020-11953

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-14 14:15:00 UTC

Updated 2020-07-17 14:19:00 UTC

Description An issue was discovered on Rittal PDU-3C002DEC through 5.15.40 and CMCIII-PU-9333E0FB through 3.15.70_4 devices. Attackers can execute code.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rittal Cmciii-pu-9333e0fb - All All All

Hardware Rittal Cmciii-pu-9333e0fb - All All All

Operating System Rittal Cmciii-pu-9333e0fb Firmware All All All All

Hardware Rittal Cmc Iii Pu 7030.000 - All All All

Hardware Rittal Cmc Iii Pu 7030.000 - All All All

Operating System Rittal Cmc Iii Pu 7030.000 Firmware All All All All

Application Rittal Iot Interface 3124.300 All All All All

Hardware Rittal Lcp-cw - All All All

Hardware Rittal Lcp-cw - All All All

Operating System Rittal Lcp-cw Firmware All All All All

Hardware Rittal Pdu-3c002dec - All All All

Hardware Rittal Pdu-3c002dec - All All All

Operating System Rittal Pdu-3c002dec Firmware All All All All
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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