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State
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Published
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Description

/

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback

2020-05-14 17:15:00 UTC

2022-10-05 20:53:00 UTC

Apache Camel Netty enables Java deserialization by default. Apache Camel 2.22.x, 2.23.x, 2.24.x, 2.25.0, 3.0.0 up to 3.1.0

Risk And Classification

1|

Problem Types: CWE-502
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Reference

oss-security - [SECURITY] New security advisory CVE-2020-11973 released for Apache Camel

Apache Camel Security Advisory - CVE-2020-11973 - Apache Camel

Source

MLIST

MISC

Link

Tags

www.openwall.com Mailing L

camel.apache.org

Vendor /


https://cve.report/
https://cve.report/CVE-2020-11973/mitre
https://cve.report/CVE-2020-11973/nist
https://cve.report/CVE-2020-11973/cve_org
https://cve.report/CVE-2020-11973.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/camel
http://cve.report/vendor/apache
http://cve.report/software/apache/camel
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_base_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_base_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_base_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_manager_base_platform
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://www.openwall.com/lists/oss-security/2020/05/14/9
https://camel.apache.org/security/CVE-2020-11973.html

Oracle Critical Patch Update Advisory - October 2020 MISC www.oracle.com Third Pa
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com Third Pa
CVE Program record CVE.ORG www.cve.org canonice
NVD vulnerability detail NVD nvd.nist.gov canonicz
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982250 Java (maven) Security Update for org.apache.camel:camel-netty (GHSA-h79p-32mx-fjj9)
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