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Summary

CVE CVE-2020-11976

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-11 19:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description By crafting a special URL it is possible to make Wicket deliver unprocessed HTML templates. This would allow an attacker to see possibly sensitive information inside a HTML template that is usually removed during rendering. Affected are Apache Wicket versions 7.16.0, 8.8.0 and 9.0.0-M5

Risk And Classification

Problem Types: CWE-552

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Fortress 2.0.5 All All All

Application Apache Wicket All All All All

Application Apache Wicket 7.16.0 All All All

Application Apache Wicket 8.8.0 All All All

Application Apache Wicket 9.0.0 milestone1 All All

Application Apache Wicket 9.0.0 milestone2 All All

Application Apache Wicket 9.0.0 milestone3 All All

Application Apache Wicket 9.0.0 milestone4 All All

Application Apache Wicket 9.0.0 milestone5 All All

Application Apache Wicket 7.16.0 All All All

Application Apache Wicket 8.8.0 All All All

Application Apache Wicket 9.0.0 milestone5 All All
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[directory-dev] 20210626 [jira] [Resolved] (FC-293) [fortress-web] CVE-2020-11976

[directory-dev] 20210514 [jira] [Closed] (FC-293) [fortress-web] CVE-2020-11976

Pony Mail!

Pony Mail!

Pony Mail!

[directory-dev] 20210626 [jira] [Closed] (FC-293) [fortress-web] CVE-2020-11976

[directory-dev] 20210626 [jira] [Updated] (FC-293) [fortress-web] CVE-2020-11976

[directory-dev] 20210513 [jira] [Created] (FC-293) [fortress-web] CVE-2020-11976

[directory-dev] 20210626 [jira] [Reopened] (FC-293) [fortress-web] CVE-2020-11976
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[directory-commits] 20210513 [directory-fortress-commander] branch master updated: FC-293 - CVE-2020-11976 - upgrade wicket core -> 8.9.0
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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