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security@apache.org
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As mitigation for CVE-2020-1945 Apache Ant 1.10.8 changed the permissions of temporary files it created so that only the «
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Apache Ant 1.10.8 All All All
Apache Ant 1.10.8 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Fedoraproject Fedora 31 All All All
Fedoraproject Fedora 32 All All All
Fedoraproject Fedora 33 All All All
Gradle Gradle All All All All
Gradle Gradle All All All All
Oracle Agile Engineering Data Management 6.2.1.0 All All All
Oracle Api Gateway 11.1.2.4.0 All All All
Oracle Banking Platform 2.4.0 All All All
Oracle Banking Platform 2.41 All All All
Oracle Banking Platform 2.6.2 All All All
Oracle Banking Platform 2.7.0 All All All
Oracle Banking Platform 2.71 All All All
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Banking Treasury Management

Communications Unified Inventory Management
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Data Integrator
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Endeca Information Discovery Studio

Enterprise Repository
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Application Oracle Retail Xstore Point Of Service 15.0.4 All All All
Application Oracle Retail Xstore Point Of Service 16.0.6 All All All
Application Oracle Retail Xstore Point Of Service 17.0.4 All All All
Application Oracle Retail Xstore Point Of Service 18.0.3 All All All
Application Oracle Retail Xstore Point Of Service 19.0.2 All All All
Application Oracle Storagetek Acsls 8.5.1 All All All
Application Oracle Storagetek Tape Analytics 2.4 All All All
Application Oracle Timesten In-memory Database All All All All
Application Oracle Utilities Framework 4.3.05.0 Al All All
Application Oracle Utilities Framework 43.0.6.0 Al All All
Application Oracle Utilities Framework 4.4.0.0.0 Al All All
Application Oracle Utilities Framework 44020 Al All All
Reference

CVE-2020-11979: Apache Ant insecure temporary file vulnerability - Advisory - gradle/gradle - GitHub
[SECURITY] Fedora 31 Update: ant-1.10.9-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: ant-1.10.9-1.fc33 - package-announce - Fedora Mailing-Lists

Pony Mail!

Oracle Critical Patch Update Advisory - April 2022

Pony Mail!

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - July 2021

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - October 2021

Pony Mail!

[creadur-dev] 20210621 [jira] [Commented] (RAT-274) Update to at least Ant 1.10.8/1.9.15 in order to fix CVE-2020-11979 / raise compiler lev
Oracle Critical Patch Update Advisory - January 2022

Pony Mail!

[SECURITY] Fedora 33 Update: ant-1.10.9-1.fc33 - package-announce - Fedora Mailing-Lists

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!
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[SECURITY] Fedora 32 Update: ant-1.10.9-1.fc32 - package-announce - Fedora Mailing-Lists
Pony Mail!

[SECURITY] Fedora 31 Update: ant-1.10.9-1.fc31 - package-announce - Fedora Mailing-Lists
Pony Mail!

Apache Ant: Insecure temporary file (GLSA 202011-18) — Gentoo security

[SECURITY] Fedora 32 Update: ant-1.10.9-1.fc32 - package-announce - Fedora Mailing-Lists
Oracle Critical Patch Update Advisory - April 2021

Oracle Critical Patch Update Advisory - January 2021

CVE Program record

NVD vulnerability detail

1]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501176 Alpine Linux Security Update for apache-ant

501863 Alpine Linux Security Update for gradle

504582 Alpine Linux Security Update for apache-ant

752811 SUSE Enterprise Linux Security Update for ant (SUSE-SU-2022:4022-1)

770050 Red Hat OpenShift Container Platform Security and Packages Update 4.6.17 (RHSA-2021:0423)
770051 Red Hat OpenShift Container Platform 4.5.33 Packages and Security Update (RHSA-2021:0429)
770099 Red Hat OpenShift Container Platform 4.5 Security Update (RHSA-2021-0429)

770122 Red Hat OpenShift Container Platform 4.6 Security Update (RHSA-2021-0423)

900118 CBL-Mariner Linux Security Update for ant 1.10.8

902839 Common Base Linux Mariner (CBL-Mariner) Security Update for ant (3125)

980325 Java (maven) Security Update for org.apache.ant:ant (GHSA-f62v-xpxf-3v68)
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