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Summary

CVE CVE-2020-11986

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-09-09 16:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description To be able to analyze gradle projects, the build scripts need to be executed. Apache NetBeans follows this pattern. This causes the code of the build script to be invoked at load time of the project. Apache NetBeans up to and including 12.0 did not request consent from the user for the analysis of the project at load time. This in turn will run potentially malicious code, from an external source, without the consent of the user.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Netbeans All All All All

References

Reference Source Link Tags

Pony Mail! lists.apache.org

Pony Mail! MISC lists.apache.org Mailing List, Vendor Advisory

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

373529 Apache Netbeans Arbitrary Code Execution Vulnerability

https://cve.report/
https://cve.report/CVE-2020-11986/mitre
https://cve.report/CVE-2020-11986/nist
https://cve.report/CVE-2020-11986/cve_org
https://cve.report/api/cve/CVE-2020-11986.json
https://cve.report/CVE-2020-11986.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/netbeans
https://lists.apache.org/thread.html/ra81cdcf325bf4ea085c178f95ed6b50d4f1c095be50577b2f9b88984%2540%253Cnotifications.netbeans.apache.org%253E
https://lists.apache.org/thread.html/rbb8ea1b684e73107a0a6a30245ad6112bec2e6e171368c808e69217e%2540%253Cannounce.netbeans.apache.org%253E
https://lists.apache.org/thread.html/ra81cdcf325bf4ea085c178f95ed6b50d4f1c095be50577b2f9b88984@%253Cnotifications.netbeans.apache.org%253E
https://lists.apache.org/thread.html/r0fb2ba21a0469f64c2dff945dbe68f7b1122e1bff2b2b46271682406@%253Cnotifications.netbeans.apache.org%253E
https://lists.apache.org/thread.html/r0fb2ba21a0469f64c2dff945dbe68f7b1122e1bff2b2b46271682406%2540%253Cnotifications.netbeans.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2020-11986
https://nvd.nist.gov/vuln/detail/CVE-2020-11986
http://cve.report/qid/373529
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