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Summary

CVE CVE-2020-11988

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-24 18:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description Apache XmlGraphics Commons 2.4 and earlier is vulnerable to server-side request forgery, caused by improper input validation by the XMPParser. By using a specially-crafted argument, an attacker could exploit this vulnerability to cause the underlying server to make arbitrary GET requests. Users should upgrade to 2.6 or later.

Risk And Classification

Problem Types: CWE-20 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Xmlgraphics Commons 2.4 All All All

Application Apache Xmlgraphics Commons 2.4 All All All

Application Apache Xmlgraphics Commons All All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

References

Reference Source Link

[SECURITY] Fedora 33 Update: xmlgraphics-commons-2.6-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: xmlgraphics-commons-2.6-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com

Pony Mail! MLIST lists.apache.org

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org
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[SECURITY] Fedora 34 Update: xmlgraphics-commons-2.6-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: xmlgraphics-commons-2.6-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

The Apache(tm) XML Graphics Project - Community MISC xmlgraphics.apache.org

Pony Mail! MLIST lists.apache.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

281428 Fedora Security Update for xmlgraphics (FEDORA-2021-c07a9e79cf)

281429 Fedora Security Update for xmlgraphics (FEDORA-2021-aa2936e810)

752665 SUSE Enterprise Linux Security Update for xmlgraphics-commons (SUSE-SU-2022:3550-1)
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