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CVE CVE-2020-11988
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-24 18:15:00 UTC
Updated 2023-11-07 03:15:00 UTC
Description Apache XmIGraphics Commons 2.4 and earlier is vulnerable to server-side request forgery, caused by improper input valid:

/ |

1|

Risk And Classification

Problem Types: CWE-20 | CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Xmlgraphics Commons 2.4 All All All

Application Apache Xmlgraphics Commons 2.4 All All All

Application Apache Xmlgraphics Commons All All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Reference Source Link
[SECURITY] Fedora 33 Update: xmlgraphics-commons-2.6-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproje

[SECURITY] Fedora 33 Update: xmlgraphics-commons-2.6-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje

Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.cor
Pony Mail! MLIST lists.apache.org
Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.corn
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org
Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org
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http://cve.report/vendor/apache
http://cve.report/software/apache/xmlgraphics_commons
http://cve.report/vendor/apache
http://cve.report/software/apache/xmlgraphics_commons
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/22HESSYU7T4D6GGENUVEX3X3H6FGBECH/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/22HESSYU7T4D6GGENUVEX3X3H6FGBECH/
https://www.oracle.com//security-alerts/cpujul2021.html
https://lists.apache.org/thread.html/r2877ae10e8be56a3c52d03e373512ddd32f16b863f24c2e22f5a5ba2@%253Cdev.poi.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2021.html
https://lists.apache.org/thread.html/r588d05a0790b40a0eb81088252e1e8c1efb99706631421f17038eb05%2540%253Cdev.poi.apache.org%253E
https://lists.apache.org/thread.html/ra8f4d6ae402ec020ee3e8c28632c91be131c4d8b4c9c6756a179b12b%2540%253Cdev.jmeter.apache.org%253E
https://lists.apache.org/thread.html/r2877ae10e8be56a3c52d03e373512ddd32f16b863f24c2e22f5a5ba2%2540%253Cdev.poi.apache.org%253E
https://lists.apache.org/thread.html/r588d05a0790b40a0eb81088252e1e8c1efb99706631421f17038eb05@%253Cdev.poi.apache.org%253E

[SECURITY] Fedora 34 Update: xmlgraphics-commons-2.6-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproje
[SECURITY] Fedora 34 Update: xmlgraphics-commons-2.6-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproje
The Apache(tm) XML Graphics Project - Community MISC xmilgraphics.ape
Pony Mail! MLIST lists.apache.org
CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281428 Fedora Security Update for xmligraphics (FEDORA-2021-c07a9e79cf)
281429 Fedora Security Update for xmlgraphics (FEDORA-2021-aa2936e810)

752665 SUSE Enterprise Linux Security Update for xmlgraphics-commons (SUSE-SU-2022:3550-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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