
CVE-2020-11993
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-11993

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-08-07 16:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description Apache HTTP Server versions 2.4.20 to 2.4.43 When trace/debug was enabled for the HTTP/2 module and on certain traffic edge patterns, logging statements were made on the wrong connection, causing concurrent use of memory pools. Configuring the LogLevel of mod_http2 above "info" will mitigate this vulnerability for unpatched servers.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server All All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 20.04 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Debian Debian Linux 10.0 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Netapp Clustered Data Ontap - All All All

Application Netapp Clustered Data Ontap - All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All
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Operating System Opensuse Leap 15.2 All All All

Operating System Opensuse Leap 15.1 All All All

Operating System Opensuse Leap 15.2 All All All

Application Oracle Communications Element Manager All All All All

Application Oracle Communications Session Report Manager All All All All

Application Oracle Communications Session Route Manager All All All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All

Application Oracle Enterprise Manager Ops Center 12.4.0.0 All All All

Application Oracle Hyperion Infrastructure Technology 11.1.2.4 All All All

Application Oracle Hyperion Infrastructure Technology 11.1.2.4 All All All

Application Oracle Instantis Enterprisetrack 17.1 All All All

Application Oracle Instantis Enterprisetrack 17.2 All All All

Application Oracle Instantis Enterprisetrack 17.3 All All All

Application Oracle Instantis Enterprisetrack 17.1 All All All

Application Oracle Instantis Enterprisetrack 17.2 All All All

Application Oracle Instantis Enterprisetrack 17.3 All All All

Application Oracle Zfs Storage Appliance Kit 8.8 All All All

Application Oracle Zfs Storage Appliance Kit 8.8 All All All
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Apache 2 HTTP2 Module Concurrent Pool Usage ≈ Packet Storm MISC packetstormsecurity.com
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USN-4458-1: Apache HTTP Server vulnerabilities | Ubuntu security notices | Ubuntu UBUNTU usn.ubuntu.com

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159218 Oracle Enterprise Linux Security Update for httpd:2.4 (ELSA-2021-1809)

239299 Red Hat Update for httpd:2.4 (RHSA-2021:1809)

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)
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377378 Alibaba Cloud Linux Security Update for httpd:2.4 (ALINUX3-SA-2022:0017)

500020 Alpine Linux Security Update for apache2

503711 Alpine Linux Security Update for apache2

690506 Free Berkeley Software Distribution (FreeBSD) Security Update for apache httpd (76700d2f-d959-11ea-b53c-d4c9ef517024)

900119 CBL-Mariner Linux Security Update for httpd 2.4.43

903283 Common Base Linux Mariner (CBL-Mariner) Security Update for httpd (1977)

940395 AlmaLinux Security Update for httpd:2.4 (ALSA-2021:1809)

960396 Rocky Linux Security Update for httpd:2.4 (RLSA-2021:1809)
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