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CVE CVE-2020-11996
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2020-06-26 17:15:00 UTC
Updated 2023-11-07 03:15:00 UTC

Description A specially crafted sequence of HTTP/2 requests sent to Apache Tomcat 10.0.0-M1 to 10.0.0-M5, 9.0.0.M1 to0 9.0.35 and 8
i

/ ]

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 10.0.0 milestone1 All All
Application Apache Tomcat 10.0.0 milestone2 All All
Application Apache Tomcat 10.0.0 milestone3 All All
Application Apache Tomcat 10.0.0 milestone4 All All
Application Apache Tomcat 10.0.0 milestoneb All All
Application Apache Tomcat 9.0.0 milestone1 All All
Application Apache Tomcat 9.0.0 milestone10 All All
Application Apache Tomcat 9.0.0 milestone11 All All
Application Apache Tomcat 9.0.0 milestone12 All All
Application Apache Tomcat 9.0.0 milestone13 All All
Application Apache Tomcat 9.0.0 milestone14 All All
Application Apache Tomcat 9.0.0 milestone15 All All
Application Apache Tomcat 9.0.0 milestone16 All All
Application Apache Tomcat 9.0.0 milestone17 All All
Application Apache Tomcat 9.0.0 milestone18 All All
Application Apache Tomcat 9.0.0 milestone19 All All
Application Apache Tomcat 9.0.0 milestone2 All All
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USN-4596-1: Tomcat vulnerabilities | Ubuntu security notices | Ubuntu
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Source

MLIST

CVE-2020-11996 Apache Tomcat Vulnerability in NetApp Products | NetApp Product Security CONFIRM

UBUNTU

MISC

MLIST

MLIST

MLIST

MLIST

MLIST

MLIST

MLIST

MLIST

MLIST

SUSE

MLIST

MLIST

MLIST

MLIST

Link

lists.apache.org

Tags

Mailing L

security.netapp.com  Third Par

lists.apache.org
usn.ubuntu.com
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
www.oracle.com
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.debian.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.opensuse.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org
lists.apache.org

lists.apache.org

Third Par

Third Par
Mailing L

Mailing L

Mailing L

Mailing L

Mailing L

Mailing L

Mailing L
Mailing L
Mailing L

Mailing L

Mailing L
Mailing L
Mailing L

Mailing L


http://cve.report/vendor/oracle
http://cve.report/software/oracle/workload_manager
https://lists.apache.org/thread.html/r8f7484589454638af527182ae55ef5b628ba00c05c5b11887c922fb1@%253Cnotifications.ofbiz.apache.org%253E
https://security.netapp.com/advisory/ntap-20200709-0002/
https://lists.apache.org/thread.html/r8f3d416c193bc9384a8a7dd368623d441f5fcaff1057115008100561%2540%253Ccommits.ofbiz.apache.org%253E
https://usn.ubuntu.com/4596-1/
https://lists.apache.org/thread.html/r8f7484589454638af527182ae55ef5b628ba00c05c5b11887c922fb1%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r3ea96d8f36dd404acce83df8aeb22a9e807d6c13ca9c5dec72f872cd%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r5a4f80a6acc6607d61dae424b643b594c6188dd4e1eff04705c10db2%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r93ca628ef3a4530dfe5ac49fddc795f0920a4b2a408b57a30926a42b%2540%253Ccommits.ofbiz.apache.org%253E
https://www.oracle.com/security-alerts/cpuoct2020.html
https://lists.apache.org/thread.html/r3ea96d8f36dd404acce83df8aeb22a9e807d6c13ca9c5dec72f872cd@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r6c29801370a36c1a5159679269777ad0c73276d3015b8bbefea66e5c@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r2529016c311ce9485e6f173446d469600fdfbb94dccadfcd9dfdac79%2540%253Cusers.tomcat.apache.org%253E
https://lists.apache.org/thread.html/rc80b96b4b96618b2b7461cb90664a428cfd6605eea9f74e51b792542@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/ref0339792ac6dac1dba83c071a727ad72380899bde60f6aaad4031b9@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/ra7092f7492569b39b04ec0decf52628ba86c51f15efb38f5853e2760%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r6c29801370a36c1a5159679269777ad0c73276d3015b8bbefea66e5c%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r9ad911fe49450ed9405827af0e7a74104041081ff91864b1f2546bbd%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/ra7092f7492569b39b04ec0decf52628ba86c51f15efb38f5853e2760@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rea65d6ef2e45dd1c45faae83922042732866c7b88fa109b76c83db52%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.debian.org/debian-lts-announce/2020/07/msg00010.html
https://lists.apache.org/thread.html/rb820f1a2a02bf07414be12c653c2ab5321fd87b9bf6c5e635c53ff4b%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r9ad911fe49450ed9405827af0e7a74104041081ff91864b1f2546bbd@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rea65d6ef2e45dd1c45faae83922042732866c7b88fa109b76c83db52@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r93ca628ef3a4530dfe5ac49fddc795f0920a4b2a408b57a30926a42b@%253Ccommits.ofbiz.apache.org%253E
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00064.html
https://lists.apache.org/thread.html/rc80b96b4b96618b2b7461cb90664a428cfd6605eea9f74e51b792542%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb4ee49ecc4c59620ffd5e66e84a17e526c2c3cfa95d0cd682d90d338%2540%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r74f5a8204efe574cbfcd95b2a16236fe95beb45c4d9fee3dc789dca9%2540%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r74f5a8204efe574cbfcd95b2a16236fe95beb45c4d9fee3dc789dca9@%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r5a4f80a6acc6607d61dae424b643b594c6188dd4e1eff04705c10db2@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb820f1a2a02bf07414be12c653c2ab5321fd87b9bf6c5e635c53ff4b@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rb4ee49ecc4c59620ffd5e66e84a17e526c2c3cfa95d0cd682d90d338@%253Cnotifications.ofbiz.apache.org%253E

[security-announce] openSUSE-SU-2020:1063-1: important: Security update
Oracle Critical Patch Update Advisory - January 2021

Debian -- Security Information -- DSA-4727-1 tomcat9

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

L]

SUSE

MISC

DEBIAN

MLIST

CONFIRM

MLIST

CVE.ORG

NVD

lists.opensuse.org
www.oracle.com
www.debian.org
lists.apache.org
lists.apache.org
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lists.apache.org
WWW.cve.org

nvd.nist.gov
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Third Par
Third Par
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canonica
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-l

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

© CVE.report 2026 |

296072 Oracle Solaris 11.4 Support Repository Update (SRU) 25.75.3 Missing (CPUJUL2020)

750636 OpenSUSE Security Update for tomcat (openSUSE-SU-2020:1063-1)

690453 Free Berkeley Software Distribution (FreeBSD) Security Update for apache tomcat (6a72eff7-ccd6-11ea-9172-4¢72b94353b5)

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report
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