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Published
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Description

/

CVE-2020-11998

PUBLIC

security@apache.org

CVE Program / NVD first with legacy fallback
2020-09-10 19:15:00 UTC

2023-11-07 03:15:00 UTC

A regression has been introduced in the commit preventing JMX re-bind. By passing an empty environment map to RMICot

] 1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Apache Activemq 5.15.12 All All All
Apache Activemq 5.15.12 All All All
Oracle Communications Diameter Signaling Router All All All All
Oracle Communications Element Manager All All All All
Oracle Communications Session Report Manager All All All All
Oracle Communications Session Route Manager All All All All
Oracle Enterprise Repository 11.1.1.7.0 All All All
Oracle Enterprise Repository 11.1.1.7.0 All All All
Oracle Flexcube Private Banking 12.0.0 All All All
Oracle Flexcube Private Banking 12.1.0 All All All

References

Reference Source Link Te
Pony Mail! lists.apache.org
activemq.apache.org/security-advisories.data/CVE-2020-11998-announcement.txt MISC activemq.apache.org Ve
Oracle Critical Patch Update Advisory - July 2021 N/A www.oracle.com
[activemg-commits] 20210208 [activemqg-website] branch master updated: Publish CVE-2020-13947 lists.apache.org
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https://cve.report/CVE-2020-11998/mitre
https://cve.report/CVE-2020-11998/nist
https://cve.report/CVE-2020-11998/cve_org
https://cve.report/CVE-2020-11998.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/activemq
http://cve.report/vendor/apache
http://cve.report/software/apache/activemq
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_diameter_signaling_router
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_element_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_report_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/communications_session_route_manager
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_repository
http://cve.report/vendor/oracle
http://cve.report/software/oracle/enterprise_repository
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
http://cve.report/vendor/oracle
http://cve.report/software/oracle/flexcube_private_banking
https://lists.apache.org/thread.html/rb2fd3bf2dce042e0ab3f3c94c4767c96bb2e7e6737624d63162df36d%2540%253Ccommits.activemq.apache.org%253E
http://activemq.apache.org/security-advisories.data/CVE-2020-11998-announcement.txt
https://www.oracle.com//security-alerts/cpujul2021.html
https://lists.apache.org/thread.html/r946488fb942fd35c6a6e0359f52504a558ed438574a8f14d36d7dcd7%2540%253Ccommits.activemq.apache.org%253E

Oracle Critical Patch Update Advisory - October 2021 MISC www.oracle.com

Pony Mail! MLIST lists.apache.org M

Pony Mail! MLIST lists.apache.org M

Oracle Critical Patch Update Advisory - April 2021 MISC www.oracle.com

Oracle Critical Patch Update Advisory - January 2021 MISC www.oracle.com Tt

CVE Program record CVE.ORG www.cve.org ce

NVD vulnerability detail NVD nvd.nist.gov ce
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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