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CVE CVE-2020-12002
State PUBLIC
Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2020-05-08 12:15:00 UTC
Updated 2021-09-23 13:42:00 UTC
Description Advantech WebAccess Node, Version 8.4.4 and prior, Version 9.0.0. Multiple stack-based buffer overflow vulnerabilities ex

1|

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Advantech Webaccess 9.0.0 All All All

Application Advantech Webaccess 9.0.0 All All All

Application Advantech Webaccess All All All All
References |

Reference Source Link Tags

ZDI-20-592 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-625 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-624 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-622 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-634 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-590 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-591 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

ZDI-20-619 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory

Advantech WebAccess Node | CISA MISC www.us-cert.gov Third Party Advisory, US Government Resource

ZDI-20-633 | Zero Day Initiative MISC www.zerodayinitiative.com Third Party Advisory
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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