
CVE-2020-12015
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2020-12015

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-07-16 22:15:00 UTC

Updated 2020-07-22 17:39:00 UTC

Description A specially crafted communication packet sent to the affected systems could cause a denial-of-service condition due to improper deserialization. This issue affects: Mitsubishi Electric MC Works64 version 4.02C (10.95.208.31) and earlier, all versions; Mitsubishi Electric MC Works32 version 3.00A (9.50.255.02); ICONICS GenBroker64, Platform Services, Workbench, FrameWorX Server version 10.96 and prior; ICONICS GenBroker32 version 9.5 and prior.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iconics Bizviz - All All All

Application Iconics Bizviz - All All All

Application Iconics Energy Analytix - All All All

Application Iconics Energy Analytix - All All All

Application Iconics Facility Analytix - All All All

Application Iconics Facility Analytix - All All All

Application Iconics Genesis32 - All All All

Application Iconics Genesis32 - All All All

Application Iconics Genesis64 - All All All

Application Iconics Genesis64 - All All All

Application Iconics Hyper Historian - All All All

Application Iconics Hyper Historian - All All All

Application Iconics Mobilehmi - All All All

Application Iconics Mobilehmi - All All All

Application Iconics Quality Analytix - All All All

Application Iconics Quality Analytix - All All All

Application Iconics Smart Energy Analytix - All All All
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Application Iconics Smart Energy Analytix - All All All

Application Iconics Smart Energy Analytix - All All All

Application Mitsubishielectric Mc Works All All All All

Application Mitsubishielectric Mc Works32 9.50.255.02 All All All

Application Mitsubishielectric Mc Works32 9.50.255.02 All All All

References

Reference Source Link Tags

Mitsubishi Electric MC Works64, MC Works32 | CISA CONFIRM www.us-cert.gov Third Party Advisory, US Government Resource

ICONICS GENESIS64, GENESIS32 | CISA CONFIRM www.us-cert.gov Third Party Advisory, US Government Resource

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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