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Summary

CVE CVE-2020-12017

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-02 19:15:00 UTC

Updated 2020-06-08 17:53:00 UTC

Description GE Grid Solutions Reason RT Clocks, RT430, RT431, and RT434, all firmware versions prior to 08A05. The device’s vulnerability in the web application could allow multiple unauthenticated attacks that could cause serious impact. The vulnerability may allow an unauthenticated attacker to execute arbitrary commands and send a request to a specific URL that could cause the device to become unresponsive. The unauthenticated attacker may change the password of the 'configuration' user account, allowing the attacker to modify the configuration of the device via the web interface using the new password. This vulnerability may also allow an unauthenticated attacker to bypass the authentication required to configure the device and reboot the system.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Ge Rt430 - All All All

Hardware Ge Rt430 - All All All

Operating System Ge Rt430 Firmware All All All All

Operating System Ge Rt430 Firmware All All All All

Hardware Ge Rt431 - All All All

Hardware Ge Rt431 - All All All

Operating System Ge Rt431 Firmware All All All All

Operating System Ge Rt431 Firmware All All All All

Hardware Ge Rt434 - All All All

Hardware Ge Rt434 - All All All

Operating System Ge Rt434 Firmware All All All All

Operating System Ge Rt434 Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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