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An issue was discovered in dbus >= 1.3.0 before 1.12.18. The DBusServer in libdbus, as used in dbus-daemon, leaks file d
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Risk And Classification

Problem Types: CWE-404

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

References

Vendor Product Version Update Edition Language
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Canonical Ubuntu Linux 12.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 19.10 All All All
Canonical Ubuntu Linux 20.04 All All All
Freedesktop Dbus All All All All
Freedesktop Dbus All All All All
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D-Bus: Denial of service (GLSA 202007-46) — Gentoo security GENTOO  security.gent
dbus-1.13.16 - Tags - dbus / dbus - GitLab MISC gitlab.freede:
dbus-1.12.18 - Tags - dbus / dbus - GitLab MISC gitlab.freede
dbus-1.10.30 - Tags - dbus / dbus - GitLab MISC gitlab.freede
USN-4398-1: DBus vulnerability | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.c
CVE-2020-12049: File descriptor leak in _dbus_read_socket_with_unix_fds (#294) - Issues - dbus / dbus - GitL,ab MISC gitlab.freede
USN-4398-2: DBus vulnerability | Ubuntu security notices | Ubuntu UBUNTU  usn.ubuntu.c
D-Bus File Descriptor Leak Denial Of Service =~ Packet Storm MISC packetstorm:
oss-security - CVE-2020-12049: dbus: denial of service via file descriptor leak CONFIRM  www.openw:
GHSL-2020-057: dbus file descriptor leak (DoS) - CVE-2020-12049 - GitHub Security Lab MISC securitylab.g
CVE Program record CVE.ORG www.cve.org
NVD vulnerability detail NVD nvd.nist.gov
1

No vendor comments have been submitted for this CVE.

| Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
354106 Amazon Linux Security Advisory for dbus : ALAS2-2022-1870

375777 F5 BIG-IP Application Security Manager(ASM), Local Traffic Manager(LTM),Access Policy Manager(APM) D-Bus Vulnerability
(K16729408)

377017 Alibaba Cloud Linux Security Update for dbus (ALINUX2-SA-2020:0105)
377142 Alibaba Cloud Linux Security Update for dbus (ALINUX3-SA-2022:0097)
500144 Alpine Linux Security Update for dbus

503794 Alpine Linux Security Update for dbus

6140259 AWS Bottlerocket Security Update for dbus (GHSA-v99w-84vx-mgw6)
750870 SUSE Enterprise Linux Security Update for dbus-1 (SUSE-SU-2021:2424-1)
750895 SUSE Enterprise Linux Security Update for dbus-1 (SUSE-SU-2021:2470-1)
750909 SUSE Enterprise Linux Security Update for dbus-1 (SUSE-SU-2021:2590-1)
751004 OpenSUSE Security Update for dbus-1 (openSUSE-SU-2021:2810-1)

751052 OpenSUSE Security Update for dbus-1 (openSUSE-SU-2021:1204-1)
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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