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CVE CVE-2020-12062
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-06-01 16:15:00 UTC
Updated 2023-11-07 03:15:00 UTC
Description ** DISPUTED ** The scp client in OpenSSH 8.2 incorrectly sends duplicate responses to the server upon a utimes system «

/ ]

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openbsd Openssh 8.2 All All All
Application Openbsd Openssh 8.2 All All All

1|

References

Reference Source
oss-security - Announce: OpenSSH 8.3 released MISC
www.openssh.com/txt/release-8.3 MISC
upstream: when receving a file in sink(), be careful to send at - openssh/openssh-portable@aad87b8 - GitHub MISC

upstream: another case where a utimes() failure could make scp send - openssh/openssh-portable@955854c¢ - GitHub ~ MISC
CVE Program record CVE.ORG

NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591406 Siemens SIMATIC S7-1500 CPU GNU/Linux subsystem Multiple Vulnerabilities (SSB-439005, ICSA-22-104-13)

Link

WWW.Of
WWW.Of
github.c
github.c

WWW.CV

nvd.nisf



https://cve.report/
https://cve.report/CVE-2020-12062/mitre
https://cve.report/CVE-2020-12062/nist
https://cve.report/CVE-2020-12062/cve_org
https://cve.report/CVE-2020-12062.pdf
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
https://www.openwall.com/lists/oss-security/2020/05/27/1
https://www.openssh.com/txt/release-8.3
https://github.com/openssh/openssh-portable/commit/aad87b88fc2536b1ea023213729aaf4eaabe1894
https://github.com/openssh/openssh-portable/commit/955854cafca88e0cdcd3d09ca1ad4ada465364a1
https://www.cve.org/CVERecord?id=CVE-2020-12062
https://nvd.nist.gov/vuln/detail/CVE-2020-12062
http://cve.report/qid/591406
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