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In Dovecot before 2.3.11.3, uncontrolled recursion in submission, Imtp, and Ida allows remote attackers to cause a denial o
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References

Reference

[SECURITY] Fedora 33 Update: dovecot-2.3.11.3-5.fc33 - package-announce - Fedora Mailing-Lists

Source

FEDOR


https://cve.report/
https://cve.report/CVE-2020-12100/mitre
https://cve.report/CVE-2020-12100/nist
https://cve.report/CVE-2020-12100/cve_org
https://cve.report/CVE-2020-12100.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://cve.report/vendor/dovecot
http://cve.report/software/dovecot/dovecot
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/XKKAL3OMG76ZZ7CIEMQP2K6KCTD2RAKE/

oss-security - CVE-2020-25275: Dovecot: MIME parsing crash

Dovecot: Multiple vulnerabilities (GLSA 202009-02) — Gentoo security

Debian -- Security Information -- DSA-4745-1 dovecot

oss-security - CVE-2020-12100: Dovecot IMAP server: Receiving mail with deeply nested MIME parts leads to resource exhaustion
[SECURITY] Fedora 32 Update: dovecot-2.3.11.3-5.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 33 Update: dovecot-2.3.11.3-5.fc33 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: dovecot-2.3.11.3-4.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 32 Update: dovecot-2.3.11.3-5.fc32 - package-announce - Fedora Mailing-Lists
USN-4456-1: Dovecot vulnerabilities | Ubuntu security notices | Ubuntu

Full Disclosure: CVE-2020-24386: IMAP hibernation allows accessing other peoples mail
[SECURITY] [DLA 2328-1] dovecot security update

[SECURITY] Fedora 31 Update: dovecot-2.3.11.3-4.fc31 - package-announce - Fedora Mailing-Lists
Dovecot | Security

USN-4456-2: Dovecot vulnerabilities | Ubuntu security notices | Ubuntu

CVE Program record
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

174719 SUSE Enterprise Linux Security update for dovecot23 (SUSE-SU-2021:0028-1)

174720 SUSE Enterprise Linux Security update for dovecot23 (SUSE-SU-2021:0027-1)

376989 Alibaba Cloud Linux Security Update for dovecot (ALINUX2-SA-2020:0114)

377163 Alibaba Cloud Linux Security Update for dovecot (ALINUX3-SA-2022:0115)

500154 Alpine Linux Security Update for dovecot

503804 Alpine Linux Security Update for dovecot

750429 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:0072-1)

750445 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:0026-1)

751070 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:2892-1)

751078 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2890-1)

751080 SUSE Enterprise Linux Security Update for dovecot23 (SUSE-SU-2021:2891-1)

690521 Free Berkeley Software Distribution (FreeBSD) Security Update for mail/dovecot (87a07de1-e55e-4d51-bb64-8d117829a26a)


http://www.openwall.com/lists/oss-security/2021/01/04/3
https://security.gentoo.org/glsa/202009-02
https://www.debian.org/security/2020/dsa-4745
http://www.openwall.com/lists/oss-security/2020/08/12/1
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/EYZU6CHA3VMYYAUCMHSCCQKJEVEIKPQ2/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/XKKAL3OMG76ZZ7CIEMQP2K6KCTD2RAKE/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/4AAX2MJEULPVSRZOBX3PNPFSYP4FM4TT/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/EYZU6CHA3VMYYAUCMHSCCQKJEVEIKPQ2/
https://usn.ubuntu.com/4456-1/
http://seclists.org/fulldisclosure/2021/Jan/18
https://lists.debian.org/debian-lts-announce/2020/08/msg00024.html
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/4AAX2MJEULPVSRZOBX3PNPFSYP4FM4TT/
https://dovecot.org/security
https://usn.ubuntu.com/4456-2/
https://www.cve.org/CVERecord?id=CVE-2020-12100
https://nvd.nist.gov/vuln/detail/CVE-2020-12100
http://cve.report/qid/174719
http://cve.report/qid/174720
http://cve.report/qid/376989
http://cve.report/qid/377163
http://cve.report/qid/500154
http://cve.report/qid/503804
http://cve.report/qid/690521
http://cve.report/qid/750429
http://cve.report/qid/750445
http://cve.report/qid/751070
http://cve.report/qid/751078
http://cve.report/qid/751080

751091 OpenSUSE Security Update for dovecot23 (openSUSE-SU-2021:1225-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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