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CVE CVE-2020-12108
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-06 15:15:00 UTC
Updated 2023-11-07 03:15:00 UTC
Description /options/mailman in GNU Mailman before 2.1.31 allows Arbitrary Content Injection.

Risk And Classification

Problem Types: CWE-74

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Application Gnu Mailman All All All All
Application Gnu Mailman All All All All
Application Opensuse Backports Sle 15.0 spi All All
Application Opensuse Backports Sle 15.0 sp2 All All
Operating System Opensuse Leap 15.1 All All All
Operating System Opensuse Leap 15.2 All All All
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Code : GNU Mailman
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[security-announce] openSUSE-SU-2020:0764-1: moderate: Security update f
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[security-announce] openSUSE-SU-2020:0661-1: moderate: Security update f

[SECURITY] [DLA 2204-1] mailman security update

[SECURITY] Fedora 31 Update: mailman-2.1.34-1.fc31 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 2276-1] mailman security update

Bug #1873722 “Arbitrary Content Injection via the options login ...” : Bugs : GNU Mailman

The Mailman-announce Archives

USN-4354-1: Mailman vulnerability | Ubuntu security notices | Ubuntu

[SECURITY] Fedora 31 Update: mailman-2.1.34-1.fc31 - package-announce - Fedora Mailing-Lists
[security-announce] openSUSE-SU-2020:1707-1: moderate: Recommended updat
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

159210 Oracle Enterprise Linux Security Update for mailman:2.1 (ELSA-2021-1751)

178829 Debian Security Update for mailman (DSA 4991-1)

198576 Ubuntu Security Notification for Mailman Vulnerabilities (USN-5121-2)

239311 Red Hat Update for mailman:2.1 (RHSA-2021:1751)

377570 Alibaba Cloud Linux Security Update for mailman:2.1 (ALINUX3-SA-2022:0093)

940352 AlmaLinux Security Update for mailman:2.1 (ALSA-2021:1751)

960755 Rocky Linux Security Update for mailman:2.1 (RLSA-2021:1751)
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