
CVE-2020-12133
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2020-12133

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-27 15:15:00 UTC

Updated 2020-10-23 18:19:00 UTC

Description The Apros Evolution, ConsciusMap, and Furukawa provisioning systems through 2.8.1 allow remote code execution because of javax.faces.ViewState Java deserialization.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Farukawa Electric Consciousmap All All All All

References

Reference Source Link

古河電気工業株式会社 MISC www.furukawa.co.jp

www.tecnoredsa.com.ar MISC www.tecnoredsa.com.ar

Furukawa Electric ConsciusMAP 2.8.1 Java Deserialization Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Furukawa Electric 2020-05-22 Sergio Roberto Scarpin The vulnerability CVE-2020-12133 has been fixed at version 2.8.5.4 released May,18th 2020. Customers are advised to update to the latest version, or contact your integrator’s Technical Support if needed.

There are currently no legacy QID mappings associated with this CVE.
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