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CVE CVE-2020-12137
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-24 13:15:00 UTC
Updated 2023-11-07 03:15:00 UTC
Description GNU Mailman 2.x before 2.1.30 uses the .obj extension for scrubbed application/octet-stream MIME parts. This behavior m
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 31 All All All
Operating System Fedoraproject Fedora 32 All All All
Application Gnu Mailman All All All All
Application Gnu Mailman All All All All
Application Opensuse Backports Sle 15.0 sp2 All All
Operating System Opensuse Leap 15.2 All All All
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[security-announce] openSUSE-SU-2020:1752-1: moderate: Recommended updat

[SECURITY] Fedora 32 Update: mailman-2.1.32-2.fc32 - package-announce - Fedora Mailing-Lists
Debian -- Security Information -- DSA-4664-1 mailman

[SECURITY] Fedora 32 Update: mailman-2.1.32-2.fc32 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 31 Update: mailman-2.1.30-1.fc31 - package-announce - Fedora Mailing-Lists
USN-4348-1: Mailman vulnerabilities | Ubuntu security notices

oss-security - Re: mailman 2.x: XSS via file attachments in list archives
~mailman-coders/mailman/2.1 : contents of NEWS at revision 1806

oss-security - Re: mailman 2.x: XSS via file attachments in list archives

[SECURITY] Fedora 31 Update: mailman-2.1.30-1.fc31 - package-announce - Fedora Mailing-Lists
oss-security - mailman 2.x: XSS via file attachments in list archives

[security-announce] openSUSE-SU-2020:1707-1: moderate: Recommended updat
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No vendor comments have been submitted for this CVE.
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Legacy QID Mappings

177809 Debian Security Update for mailman (DLA 2200-1)

198576 Ubuntu Security Notification for Mailman Vulnerabilities (USN-5121-2)

377570 Alibaba Cloud Linux Security Update for mailman:2.1 (ALINUX3-SA-2022:0093)

940004 AlmaLinux Security Update for mailman:2.1 (ALSA-2020:4667)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
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