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CVE CVE-2020-12148
State PUBLIC
Assigner sirt@silver-peak.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-11 16:15:00 UTC
Updated 2023-11-07 21:20:00 UTC
Description A command injection flaw identified in the nslookup API in Silver Peak Unity ECOSTM (ECOS) appliance software could all

/ ]

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Arubanetworks Edgeconnect Enterprise All All All All
Hardware Arubanetworks Nx-10700 - All All All
Hardware Arubanetworks Nx-11700 - All All All
Hardware Arubanetworks Nx-1700 - All All All
Hardware Arubanetworks Nx-2700 - All All All
Hardware Arubanetworks Nx-3700 - All All All
Hardware Arubanetworks Nx-5700 - All All All
Hardware Arubanetworks Nx-6700 - All All All
Hardware Arubanetworks Nx-700 - All All All
Hardware Arubanetworks Nx-7700 - All All All
Hardware Arubanetworks Nx-8700 - All All All
Hardware Arubanetworks Nx-9700 - All All All
Application Arubanetworks Vx-1000 - All All All
Application Arubanetworks Vx-2000 - All All All
Application Arubanetworks Vx-3000 - All All All
Application Arubanetworks Vx-500 - All All All
Application Arubanetworks Vx-5000 - All All All
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Application Silver-peak Vx-3000 - All All All
Application Silver-peak Vx-500 - All All All
Application Silver-peak Vx-500 - All All All
Application Silver-peak Vx-5000 - All All All
Application Silver-peak Vx-5000 - All All All
Application Silver-peak Vx-6000 - All All All
Application Silver-peak Vx-6000 - All All All
Application Silver-peak Vx-7000 - All All All
Application Silver-peak Vx-7000 - All All All
Application Silver-peak Vx-8000 - All All All
Application Silver-peak Vx-8000 - All All All
Application Silver-peak Vx-9000 - All All All
Application Silver-peak Vx-9000 - All All All

References

Reference Source Link Tags

Security Advisories | Silver Peak MISC www.silver-peak.com Vendor Advisory
CVE Program record CVE.ORG WWW.Cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: This vulnerability was reported to Silver Peak by Alexander Smye and Jonathan
Letham from the security team at NCC Group.

There are currently no legacy QID mappings associated with this CVE.
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