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CVE CVE-2020-12351
State PUBLIC
Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-11-23 17:15:00 UTC
Updated 2023-09-28 22:08:00 UTC
Description Improper input validation in BlueZ may allow an unauthenticated user to potentially enable escalation of privilege via adjace
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel 5.9.0 - All All
Operating System Linux Linux Kernel 5.9.0 rci All All
Operating System Linux Linux Kernel 5.9.0 rc2 All All
Operating System Linux Linux Kernel 5.9.0 rc3 All All
Operating System Linux Linux Kernel 5.9.0 rc4 All All
Operating System Linux Linux Kernel 5.9.0 rch All All
Operating System Linux Linux Kernel 5.9.0 rcé All All
Operating System Linux Linux Kernel 5.9.1 All All All
Operating System Linux Linux Kernel All All All All
Operating System Linux Linux Kernel All All All All
Reference Source Link Tags
INTEL-SA-00435 MISC www.intel.com Third Party Advisory
Linux Kernel 5.4 BleedingTooth Remote Code Execution =~ Packet Storm MISC packetstormsecurity.com
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‘ NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

670185 EulerOS Security Update for kernel (EulerOS-SA-2021-1684)

750376 OpenSUSE Security Update for RT kernel (openSUSE-SU-2021:0242-1)

750533 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2020:2112-1)
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