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Improper access control in BlueZ may allow an unauthenticated user to potentially enable information disclosure via adjace

Risk And Classification

Problem Types: CWE-909

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Bluez Bluez All All All All
Bluez Bluez - All All All
Bluez Bluez - All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 20.04 All All All
Canonical Ubuntu Linux 14.04 All All All
Canonical Ubuntu Linux 16.04 All All All
Canonical Ubuntu Linux 18.04 All All All
Canonical Ubuntu Linux 20.04 All All All
Linux Linux Kernel - All All All
Linux Linux Kernel - All All All
Linux Linux Kernel All All All All
Linux Linux Kernel All All All All
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Reference Source Link Tags

INTEL-SA-00435 MISC www.intel.com Third Party Advisory
Kernel Live Patch Security Notice LSN-0074-1 =~ Packet Storm MISC packetstormsecurity.com  Exploit, Third Party Advisc
Linux Kernel 5.4 BleedingTooth Remote Code Execution =~ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159296 Oracle Enterprise Linux Security Update for Unbreakable Enterprise kernel (ELSA-2021-9346)
375284 EulerOS Security Update for kernel (EulerOS-SA-2021-1311)

390223 Oracle Managed Virtualization (VM) Server for x86 Security Update for kernel (OVMSA-2021-0022)
750376 OpenSUSE Security Update for RT kernel (openSUSE-SU-2021:0242-1)

750533 OpenSUSE Security Update for the Linux Kernel (openSUSE-SU-2020:2112-1)
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