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Summary

CVE CVE-2020-12357

State PUBLIC

Assigner secure@intel.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-09 19:15:00 UTC

Updated 2022-04-22 16:19:00 UTC

Description Improper initialization in the firmware for some Intel(R) Processors may allow a privileged user to potentially enable escalation of privilege via local access.

Risk And Classification

Problem Types: CWE-665

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Intel Bios - All All All

Hardware Intel Core I3-l13g4 - All All All

Hardware Intel Core I5-l16g7 - All All All

Hardware Intel Core I7-10510u - All All All

Hardware Intel Core I7-10510y - All All All

Hardware Intel Core I7-1060g7 - All All All

Hardware Intel Core I7-1060ng7 - All All All

Hardware Intel Core I7-10610u - All All All

Hardware Intel Core I7-1065g7 - All All All

Hardware Intel Core I7-1068ng7 - All All All

Hardware Intel Core I7-10700 - All All All

Hardware Intel Core I7-10700e - All All All

Hardware Intel Core I7-10700f - All All All

Hardware Intel Core I7-10700k - All All All

Hardware Intel Core I7-10700kf - All All All

Hardware Intel Core I7-10700t - All All All

Hardware Intel Core I7-10700te - All All All
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Hardware Intel Core I7-10700te - All All All

Hardware Intel Core I7-10710u - All All All

Hardware Intel Core I7-10750h - All All All

Hardware Intel Core I7-10810u - All All All

Hardware Intel Core I7-10850h - All All All

Hardware Intel Core I7-10870h - All All All

Hardware Intel Core I7-10875h - All All All

Hardware Intel Core I7-11370h - All All All

Hardware Intel Core I7-11375h - All All All

Hardware Intel Core I7-1160g7 - All All All

Hardware Intel Core I7-1165g7 - All All All

Hardware Intel Core I7-11700 - All All All

Hardware Intel Core I7-11700b - All All All

Hardware Intel Core I7-11700f - All All All

Hardware Intel Core I7-11700k - All All All

Hardware Intel Core I7-11700kf - All All All

Hardware Intel Core I7-11700t - All All All

Hardware Intel Core I7-11800h - All All All

Hardware Intel Core I7-1180g7 - All All All

Hardware Intel Core I7-11850h - All All All

Hardware Intel Core I7-1185g7 - All All All

Hardware Intel Core I7-1185g7e - All All All

Hardware Intel Core I7-1185gre - All All All

Hardware Intel Core I7-1195g7 - All All All

Hardware Intel Core I7-6498du - All All All

Hardware Intel Core I7-6500u - All All All

Hardware Intel Core I7-6560u - All All All

Hardware Intel Core I7-6567u - All All All

Hardware Intel Core I7-6600u - All All All

Hardware Intel Core I7-6650u - All All All

Hardware Intel Core I7-6660u - All All All

Hardware Intel Core I7-6700 - All All All

Hardware Intel Core I7-6700hq - All All All

Hardware Intel Core I7-6700k - All All All

Hardware Intel Core I7-6700t - All All All

Hardware Intel Core I7-6700te - All All All
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Hardware Intel Core I7-6770hq - All All All

Hardware Intel Core I7-6785r - All All All

Hardware Intel Core I7-6820eq - All All All

Hardware Intel Core I7-6820hk - All All All

Hardware Intel Core I7-6820hq - All All All

Hardware Intel Core I7-6822eq - All All All

Hardware Intel Core I7-6870hq - All All All

Hardware Intel Core I7-6920hq - All All All

Hardware Intel Core I7-6970hq - All All All

Hardware Intel Core I7-7500u - All All All

Hardware Intel Core I7-7560u - All All All

Hardware Intel Core I7-7567u - All All All

Hardware Intel Core I7-7600u - All All All

Hardware Intel Core I7-7660u - All All All

Hardware Intel Core I7-7700 - All All All

Hardware Intel Core I7-7700hq - All All All

Hardware Intel Core I7-7700k - All All All

Hardware Intel Core I7-7700t - All All All

Hardware Intel Core I7-7820eq - All All All

Hardware Intel Core I7-7820hk - All All All

Hardware Intel Core I7-7820hq - All All All

Hardware Intel Core I7-7920hq - All All All

Hardware Intel Core I7-7y75 - All All All

Hardware Intel Core I7-8086k - All All All

Hardware Intel Core I7-8500y - All All All

Hardware Intel Core I7-8550u - All All All

Hardware Intel Core I7-8557u - All All All

Hardware Intel Core I7-8559u - All All All

Hardware Intel Core I7-8565u - All All All

Hardware Intel Core I7-8569u - All All All

Hardware Intel Core I7-8650u - All All All

Hardware Intel Core I7-8665u - All All All

Hardware Intel Core I7-8665ue - All All All

Hardware Intel Core I7-8700 - All All All

Hardware Intel Core I7-8700b - All All All

Hardware Intel Core I7-8700k - All All All
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Hardware Intel Core I7-8700k - All All All

Hardware Intel Core I7-8700t - All All All

Hardware Intel Core I7-8705g - All All All

Hardware Intel Core I7-8706g - All All All

Hardware Intel Core I7-8709g - All All All

Hardware Intel Core I7-8750h - All All All

Hardware Intel Core I7-8809g - All All All

Hardware Intel Core I7-8850h - All All All

Hardware Intel Core I9-10900x - All All All

Hardware Intel Core I9-10920x - All All All

Hardware Intel Core I9-10940x - All All All

Hardware Intel Core I9-10980xe - All All All

Hardware Intel Xeon Bronze 3104 - All All All

Hardware Intel Xeon Bronze 3106 - All All All

Hardware Intel Xeon Bronze 3204 - All All All

Hardware Intel Xeon Bronze 3206r - All All All

Hardware Intel Xeon D-1513n - All All All

Hardware Intel Xeon D-1518 - All All All

Hardware Intel Xeon D-1520 - All All All

Hardware Intel Xeon D-1521 - All All All

Hardware Intel Xeon D-1523n - All All All

Hardware Intel Xeon D-1524n - All All All

Hardware Intel Xeon D-1527 - All All All

Hardware Intel Xeon D-1528 - All All All

Hardware Intel Xeon D-1529 - All All All

Hardware Intel Xeon D-1531 - All All All

Hardware Intel Xeon D-1533n - All All All

Hardware Intel Xeon D-1537 - All All All

Hardware Intel Xeon D-1539 - All All All

Hardware Intel Xeon D-1540 - All All All

Hardware Intel Xeon D-1541 - All All All

Hardware Intel Xeon D-1543n - All All All

Hardware Intel Xeon D-1548 - All All All

Hardware Intel Xeon D-1553n - All All All

Hardware Intel Xeon D-1557 - All All All

Hardware Intel Xeon D-1559 - All All All
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Hardware Intel Xeon D-1563n - All All All

Hardware Intel Xeon D-1567 - All All All

Hardware Intel Xeon D-1571 - All All All

Hardware Intel Xeon D-1573n - All All All

Hardware Intel Xeon D-1577 - All All All

Hardware Intel Xeon D-1581 - All All All

Hardware Intel Xeon D-1587 - All All All

Hardware Intel Xeon D-1602 - All All All

Hardware Intel Xeon D-1612 - All All All

Hardware Intel Xeon D-1622 - All All All

Hardware Intel Xeon D-1623n - All All All

Hardware Intel Xeon D-1627 - All All All

Hardware Intel Xeon D-1632 - All All All

Hardware Intel Xeon D-1633n - All All All

Hardware Intel Xeon D-1637 - All All All

Hardware Intel Xeon D-1649n - All All All

Hardware Intel Xeon D-1653n - All All All

Hardware Intel Xeon D-2123it - All All All

Hardware Intel Xeon D-2141i - All All All

Hardware Intel Xeon D-2142it - All All All

Hardware Intel Xeon D-2143it - All All All

Hardware Intel Xeon D-2145nt - All All All

Hardware Intel Xeon D-2146nt - All All All

Hardware Intel Xeon D-2161i - All All All

Hardware Intel Xeon D-2163it - All All All

Hardware Intel Xeon D-2166nt - All All All

Hardware Intel Xeon D-2173it - All All All

Hardware Intel Xeon D-2177nt - All All All

Hardware Intel Xeon D-2183it - All All All

Hardware Intel Xeon D-2187nt - All All All

Hardware Intel Xeon D-2191 - All All All

Hardware Intel Xeon E-2104g - All All All

Hardware Intel Xeon E-2124 - All All All

Hardware Intel Xeon E-2124g - All All All

Hardware Intel Xeon E-2126g - All All All
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Hardware Intel Xeon E-2134 - All All All

Hardware Intel Xeon E-2136 - All All All

Hardware Intel Xeon E-2144g - All All All

Hardware Intel Xeon E-2146g - All All All

Hardware Intel Xeon E-2174g - All All All

Hardware Intel Xeon E-2176g - All All All

Hardware Intel Xeon E-2176m - All All All

Hardware Intel Xeon E-2186g - All All All

Hardware Intel Xeon E-2186m - All All All

Hardware Intel Xeon E-2224 - All All All

Hardware Intel Xeon E-2224g - All All All

Hardware Intel Xeon E-2226g - All All All

Hardware Intel Xeon E-2226ge - All All All

Hardware Intel Xeon E-2234 - All All All

Hardware Intel Xeon E-2236 - All All All

Hardware Intel Xeon E-2244g - All All All

Hardware Intel Xeon E-2246g - All All All

Hardware Intel Xeon E-2254me - All All All

Hardware Intel Xeon E-2254ml - All All All

Hardware Intel Xeon E-2274g - All All All

Hardware Intel Xeon E-2276g - All All All

Hardware Intel Xeon E-2276m - All All All

Hardware Intel Xeon E-2276me - All All All

Hardware Intel Xeon E-2276ml - All All All
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Operating System Siemens Simatic Field Pg M6 Firmware All All All All

Hardware Siemens Simatic Ipc427e - All All All

Operating System Siemens Simatic Ipc427e Firmware All All All All

Hardware Siemens Simatic Ipc477e - All All All
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