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CVE CVE-2020-12416
State PUBLIC
Assigner security@mozilla.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2020-07-09 15:15:00 UTC
Updated 2022-05-03 13:57:00 UTC
Description A VideoStreamEncoder may have been freed in a race condition with VideoBroadcaster::AddOrUpdateSink, resulting in a v

1|

Problem Types: CWE-362 | CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version

Application Mozilla Firefox All

Application Mozilla Firefox All

Operating System Opensuse Leap 15.1

Operating System Opensuse Leap 15.2
References

Reference Source

[security-announce] openSUSE-SU-2020:0983-1: important: Security update SUSE
Security Vulnerabilities fixed in Firefox 78 — Mozilla MISC

[security-announce] openSUSE-SU-2020:1017-1: important: Security update SUSE

1]

Update Edition Language
All All All
All All All
All All All
All All All
Link Tags

Mozilla Firefox: Multiple vulnerabilities (GLSA 202007-10) — Gentoo security GENTOO

Access Denied MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

security.gentoo.org

lists.opensuse.org

www.mozilla.org Vendor Advisory
lists.opensuse.org

bugzilla.mozilla.org Issue Tracking, Permission
WWw.cve.org canonical

nvd.nist.gov canonical, analysis

Wﬂ

No vendor comments have been submitted for this CVE.
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https://cve.report/CVE-2020-12416/cve_org
https://cve.report/CVE-2020-12416.pdf
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
https://security.gentoo.org/glsa/202007-10
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00027.html
https://www.mozilla.org/security/advisories/mfsa2020-24/
http://lists.opensuse.org/opensuse-security-announce/2020-07/msg00049.html
https://bugzilla.mozilla.org/show_bug.cgi?id=1639734
https://www.cve.org/CVERecord?id=CVE-2020-12416
https://nvd.nist.gov/vuln/detail/CVE-2020-12416

Legacy QID Mappings

296071 Oracle Solaris 11.4 Support Repository Update (SRU) 27.82.1 Missing (CPUOCT2020)
500951 Alpine Linux Security Update for firefox

503836 Alpine Linux Security Update for firefox
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