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CVE CVE-2020-12430
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-28 20:15:00 UTC
Updated 2024-04-01 13:16:00 UTC
Description An issue was discovered in gemuDomainGetStats|OThread in gemu/gemu_driver.c in libvirt 4.10.0 though 6.x before 6.1.0.
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Risk And Classification

Problem Types: CWE-401

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Redhat Enterprise Linux 8.0 All All All
Operating System Redhat Enterprise Linux 8.0 All All All
Application Redhat Libvirt All All All All
Application Redhat Libvirt All All All All
References
Reference Source

libvirt.org Git - libvirt.git/commit

[SECURITY] Fedora 31 Update: libvirt-5.6.0-7.fc31 - package-announce - Fedora Mailing-Lists FEDORA
1828190 — (CVE-2020-12430) CVE-2020-12430 libvirt: memory leak in domstats may allow read-only user to perform DoS attack MISC
[SECURITY] Fedora 31 Update: libvirt-5.6.0-7.fc31 - package-announce - Fedora Mailing-Lists

[debian-Its-announce] 20240401 [SECURITY] [DLA 3778-1] libvirt security update

libvirt.org Git - libvirt.git/commit MISC
USN-4371-1: libvirt vulnerabilities | Ubuntu security notices UBUNTU
CVE-2020-12430 Libvirt Vulnerability in NetApp Products | NetApp Product Security CONFIRN
Bug Access Denied MISC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

6000552 Debian Security Update for libvirt (DLA 3778-1)
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