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Summary

CVE CVE-2020-12431

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-05-21 17:15:00 UTC

Updated 2021-07-21 11:39:00 UTC

Description A Windows privilege change issue was discovered in Splashtop Software Updater before 1.5.6.16. Insecure permissions on the configuration file and named pipe allow for local privilege escalation to NT AUTHORITY/SYSTEM, by forcing a permission change to any Splashtop files and directories, with resultant DLL hijacking. This product is bundled with Splashtop Streamer (before 3.3.8.0) and Splashtop Business (before 3.3.8.0).

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Splashtop Software Updater All All All All

Application Splashtop Software Updater All All All All

Application Splashtop Streamer All All All All

Application Splashtop Streamer All All All All

Application Splashtop Streamer All All All All

Application Splashtop Streamer All All All All

References

Reference Source Link

Splashtop Streamer Vulnerability — Improsec | improving security MISC improsec.com

Splashtop Streamer version 3.3.8.0 for Windows released - includes SOS version 3.3.8.0 – Splashtop Business - Support MISC support-splashtopbusiness.splashtop.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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