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Summary

CVE CVE-2020-12459

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-04-29 16:15:00 UTC

Updated 2023-11-07 03:15:00 UTC

Description In certain Red Hat packages for Grafana 6.x through 6.3.6, the configuration files /etc/grafana/grafana.ini and /etc/grafana/ldap.toml (which contain a secret_key and a bind_password) are world readable.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 31 All All All

Operating System Fedoraproject Fedora 32 All All All

Application Grafana Grafana All All All All

References

Reference Source

[SECURITY] Fedora 32 Update: grafana-6.7.3-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA

1829724 – (CVE-2020-12459) CVE-2020-12459 grafana: information disclosure through world-readable grafana configuration files CONFIRM

[SECURITY] Fedora 31 Update: grafana-6.7.3-1.fc31 - package-announce - Fedora Mailing-Lists

[SECURITY] Fedora 31 Update: grafana-6.7.3-1.fc31 - package-announce - Fedora Mailing-Lists FEDORA

CVE-2020-12459 Grafana Vulnerability in NetApp Products | NetApp Product Security CONFIRM

[Bug] Wrong permissions in grafana package for grafana.db · Issue #8283 · grafana/grafana · GitHub MISC

[SECURITY] Fedora 32 Update: grafana-6.7.3-1.fc32 - package-announce - Fedora Mailing-Lists

Commit - rpms/grafana - fab93d67363eb0a9678d9faf160cc88237f26277 - src.fedoraproject.org CONFIRM

Red Hat Customer Portal CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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https://github.com/grafana/grafana/issues/8283
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/WEBCIEVSYIDDCA7FTRS2IFUOYLIQU34A/
https://src.fedoraproject.org/rpms/grafana/c/fab93d67363eb0a9678d9faf160cc88237f26277
https://access.redhat.com/security/cve/CVE-2020-12459
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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CVE.report and Source URL Uptime Status status.cve.report

376934 Alibaba Cloud Linux Security Update for grafana (ALINUX3-SA-2021:0073)

940011 AlmaLinux Security Update for grafana (ALSA-2020:4682)

997071 GO (Go) Security Update for github.com/grafana/grafana (GHSA-m25m-5778-fm22)
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