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Summary

CVE CVE-2020-12516

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-12-10 03:15:00 UTC

Updated 2022-10-08 03:26:00 UTC

Description Older firmware versions (FW1 up to FW10) of the WAGO PLC family 750-88x and 750-352 are vulnerable for a special denial of service attack.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Wago 750-331 - All All All

Hardware Wago 750-331 - All All All

Operating System Wago 750-331 Firmware All All All All

Hardware Wago 750-352 - All All All

Hardware Wago 750-352 - All All All

Operating System Wago 750-352 Firmware All All All All

Hardware Wago 750-829 - All All All

Hardware Wago 750-829 - All All All

Operating System Wago 750-829 Firmware All All All All

Hardware Wago 750-831 - All All All

Hardware Wago 750-831 - All All All

Operating System Wago 750-831 Firmware All All All All

Hardware Wago 750-852 - All All All

Hardware Wago 750-852 - All All All

Operating System Wago 750-852 Firmware All All All All

Hardware Wago 750-880 - All All All

Hardware Wago 750-880 - All All All
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Hardware Wago 750-880 - All All All

Operating System Wago 750-880 Firmware All All All All

Hardware Wago 750-881 - All All All

Hardware Wago 750-881 - All All All

Operating System Wago 750-881 Firmware All All All All

Hardware Wago 750-882 - All All All

Hardware Wago 750-882 - All All All

Operating System Wago 750-882 Firmware All All All All

Hardware Wago 750-885 - All All All

Hardware Wago 750-885 - All All All

Operating System Wago 750-885 Firmware All All All All

Hardware Wago 750-889 - All All All

Hardware Wago 750-889 - All All All

Operating System Wago 750-889 Firmware All All All All

References

Reference Source Link Tags

WAGO: PLC families 750-88x and 750-352 prone to DoS attack, versions < FW10 — English (USA) CONFIRM cert.vde.com Patch, Third Party Advisory

WAGO Series 750-88x and 750-352 | CISA MISC us-cert.cisa.gov

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: These vulnerabilities were reported to WAGO by: William Knowles, Applied Risk.
Coordination done by CERT@VDE.

Legacy QID Mappings
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590454 WAGO Series 750-88x and 750-352 (Update A) Denial of Service (DoS) Vulnerability (ICSA-20-308-01)
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