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The reported vulnerability allows an attacker who has network access to the device to execute code with specially crafted p
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Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Wago 750-8101/025-000 - All All All
Wago 750-8101/025-000 - All All All
Wago 750-8102/025-000 - All All All
Wago 750-8102/025-000 - All All All
Wago 750-8202/000-012 - All All All
Wago 750-8202/000-012 - All All All
Wago 750-8202/000-022 - All All All
Wago 750-8202/000-022 - All All All
Wago 750-8202/040-000 - All All All
Wago 750-8202/040-000 - All All All
Wago 750-8202/040-001 - All All All
Wago 750-8202/040-001 - All All All
Wago 750-8206/025-000 - All All All
Wago 750-8206/025-000 - All All All
Wago 750-8206/025-001 - All All All
Wago 750-8206/025-001 - All All All

Wago 750-8206/040-000 - All All All


https://cve.report/
https://cve.report/CVE-2020-12522/mitre
https://cve.report/CVE-2020-12522/nist
https://cve.report/CVE-2020-12522/cve_org
https://cve.report/CVE-2020-12522.pdf
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http://cve.report/vendor/wago
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http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/000-022
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/000-022
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8202/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/040-000
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750-8207/025-000
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http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8206/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8207/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8207/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8207/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8207/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8208/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8208/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8208/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8208/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8210/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8210/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8210/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8210/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8211/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8211/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8211/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8211/040-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-002
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/025-002
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/040-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/040-010
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8212/040-010
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8213/040-010
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8213/040-010
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8216/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8216/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8216/025-001
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8216/025-001

Hardware Wago 750-8217/025-000 - All All All
Hardware Wago 750-8217/025-000 - All All All
Hardware Wago 762-4301/8000-002 - All All All
Hardware Wago 762-4301/8000-002 - All All All
Hardware Wago 762-4302/8000-002 - All All All
Hardware Wago 762-4302/8000-002 - All All All
Hardware Wago 762-4303/8000-002 - All All All
Hardware Wago 762-4303/8000-002 - All All All
Hardware Wago 762-4304/8000-002 - All All All
Hardware Wago 762-4304/8000-002 - All All All
Hardware Wago 762-5303/8000-002 - All All All
Hardware Wago 762-5303/8000-002 - All All All
Hardware Wago 762-5304/8000-002 - All All All
Hardware Wago 762-5304/8000-002 - All All All
Hardware Wago 762-6201/8000-001 - All All All
Hardware Wago 762-6201/8000-001 - All All All
Hardware Wago 762-6202/8000-001 - All All All
Hardware Wago 762-6202/8000-001 - All All All
Hardware Wago 762-6203/8000-001 - All All All
Hardware Wago 762-6203/8000-001 - All All All
Hardware Wago 762-6204/8000-001 - All All All
Hardware Wago 762-6204/8000-001 - All All All
Operating System Wago Pfc 100 Firmware All All All All
Operating System Wago Pfc 200 Firmware All All All All
Operating System Wago Touch Panel 600 Advanced Firmware All All All All
Operating System Wago Touch Panel 600 Marine Firmware All All All All
Operating System Wago Touch Panel 600 Standard Firmware All All All All
Reference Source Link Tags
WAGO: Command Injection Vulnerability in 1/O-Check Service — English (USA) CONFIRM  cert.vde.com  Third Party Advisory
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit


http://cve.report/vendor/wago
http://cve.report/software/wago/750-8217/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/750-8217/025-000
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4301/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4301/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4302/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4302/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4303/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4303/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4304/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-4304/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-5303/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-5303/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-5304/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-5304/8000-002
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6201/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6201/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6202/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6202/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6203/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6203/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6204/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/762-6204/8000-001
http://cve.report/vendor/wago
http://cve.report/software/wago/pfc_100_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/pfc_200_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/touch_panel_600_advanced_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/touch_panel_600_marine_firmware
http://cve.report/vendor/wago
http://cve.report/software/wago/touch_panel_600_standard_firmware
https://cert.vde.com/en-us/advisories/vde-2020-045
https://www.cve.org/CVERecord?id=CVE-2020-12522
https://nvd.nist.gov/vuln/detail/CVE-2020-12522

LEGACY: This vulnerability was originally found by Florian Seidel of WAGO and was
rediscovered by Uri Katz of Claroty. We thank CERT@VDE for the management of this
coordinated disclosure.

There are currently no legacy QID mappings associated with this CVE.
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